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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version 7500-CMW710-R7179. Before you use this version in a live network, back up the 
configuration and test the version to avoid software upgrade affecting your live network. 


Use this document in conjunction with HPE FlexNetwork 7500-CMW710-R7179 Release Notes 
(Software Feature Changes) and the documents listed in "Support and other resources". 


Version information 
Version number 


HPE Comware Software, Version 7.1.045, Release 7179 


Note: You can see the version number with the display version command in any view. Please see 
Note①. 


Version history 
Table 1 Version history 


Version 
number Last version Release 


date 
Release 
type Remarks 


7500-CMW710-
R7179 


7500-CMW710-
R7178 Feb 2 2016 Release 


New feature: New feature: VXLAN 
support for OVSDB VTEP / 
NetStream sampling / Sampler 
Fix Bug 


7500-CMW710-
R7178 


7500-CMW710-
R7170 Dec 17 2015 Release 


Fix Bug 
New feature: VXLAN 
New feature: Multicast VPN 


7500-CMW710-
R7170 


7500-CMW710-
R7169P01 Nov 7 2015 Release 


Fix Bug 
New Feature: SuitB/TAA 


7500-CMW710-
R7169P01 


7500-CMW710-
R7169 Sep 24 2015 Release Fix Bug 


7500-CMW710-
R7169 


7500-CMW710-
R7168 Sep 16 2015 Release Fix Bug 


7500-CMW710-
R7168 None Jul 22 2015 Release First release 


 


Hardware and software compatibility matrix 
 CAUTION: 


To avoid an upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 
 


Table 2 Hardware and software compatibility matrix 


Item Specifications 
Product family 7500 series 
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Item Specifications 
Hardware platform 7510/7506/7503/7502 


Memory 
MPU: 4 GB 
LPU: 1 GB 


Flash 1 GB 


USB flash drive 


Kingston: 2G/4G/8G/32G（3.0） 


Sandisk：16G（3.0）/8G/32G/128G/64G（3.0） 


HP：4G/16G/32G（3.0） 


PNY：  8G 


Pq1：   1G 


STEC： 1G 


TOSHIBA： 32G（3.0） 


Transhow： 32G  


SONY： 32G 


EAGET：32G（3.0）/256G（3.0） 


BootWare version 
Shipped with the switch. 
(Use the display version command in any view to view the BootWare 
version. See Note②) 


System software image 
7500:  
7500-CMW710-R7179.ipe 
7500-CMW710-PACKET-CAPTURE-R7179.bin 


IMC version 


iMC EAD 7.1 (E0301P03) 
iiMC TAM 7.1 (E0302P08) 
iMC UAM 7.1 (E0302P08) 
iMC MVM 7.1 (E0301) 
iMC NTA 7.1 (E0301P04) 
iMC PLAT 7.1 (E0303P10) 
iMC QoSM 7.1 (E0301P01) 
iMC RAM 7.1 (E0301P04) 
iMC SHM 7.1 (E0301P02) 
iMC UBA 7.1 (E0301P04) 
iMC VFM 7.1 (E0301) 


iNode version iNode PC 7.1 (E0307) 


JG639A WX6103-CMW520-R2308P29 and later 


JG372A SECBLADEIII-CMW520-R3819P05 and later 
 


# Display the system software and BootWare version information: 
<HPE> display version                                                            


HPE Comware Software, Version 7.1.045, Release 7179       ------Note① 


Copyright (c) 2010-2016 Hewlett Packard Enterprise Development LP 


HPE 7503 uptime is 0 weeks, 0 days, 1 hour, 58 minutes 


 
MPU(M) Slot 0:                                                         
Uptime is 0 weeks,0 days,1 hours,58 minutes                                      
HP 7503 MPU(M) with 1 XLP208II Processor                                      
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BOARD TYPE:         LSQM2MPUD0                                                   
DRAM:               4096M bytes                                                  
FLASH:              1024M bytes                                                  
NVRAM:              1M bytes                                                     
PCB 1 Version:      VER.A                                                        
Bootrom Version:    112                          ------Note② 


CPLD 1 Version:     001                                                          
CPLD 2 Version:     001                                                          
PowChip Version:    001A                                                         
Release Version:    HP 7503-7179                                             
Patch Version  :    None                                                         
Reboot Cause  :     UserReboot                                                   
 


LPU Slot 2:                                                            
Uptime is 0 weeks,0 days,1 hours,58 minutes                                      
BOARD TYPE:         LSQM2GT24PTSSC0                                              
DRAM:               1024M bytes                                                  
FLASH:              0M bytes                                                     
NVRAM:              0K bytes                                                     
PCB 1 Version:      VER.A                                                        
Bootrom Version:    103                       ------Note② 


CPLD 1 Version:     001                                                          
PowChip Version:    NONE                                                         
Release Version:    HP 7503-7179 
Patch Version  :    None                                                         
Reboot Cause  :     UserReboot         


ISSU version compatibility matrix 
 IMPORTANT: 


7500 switches only support IRF-based ISSU. In addition, compatibility with older software version 
varies and can lack support. 
 


Table 3 ISSU Compatibility matrix 


Current version History version ISSU compatibility 


7500-CMW710-R7179 


7500-CMW710-R7178 Compatible 


7500-CMW710-R7170 Compatible 


7500-CMW710-R7169P01 Compatible 


7500-CMW710-R7169 Compatible 


7500-CMW710-R7168 Incompatible 


Upgrading restrictions and guidelines 
None 
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Hardware feature updates 
7500-CMW710-R7179 


None 


7500-CMW710-R7178 
R7178 supports the following new hardware: 
• JL251A HPE X140 40G QSFP+ LC BiDi 100m MM Transceiver 


7500-CMW710-R7170 
None 


7500-CMW710-R7169P01 
None 


7500-CMW710-R7169 
None 


7500-CMW710-R7168 
First release. 


Software feature and command updates 
7500-CMW710-R7179 


See HPE FlexNetwork 7500-CMW710-R7179 Release Notes (Software Feature Changes). 


7500-CMW710-R7178 
See HPE FlexNetwork 7500-CMW710-R7178 Release Notes (Software Feature Changes). 


7500-CMW710-R7170 
None 
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7500-CMW710-R7169P01 
None 


7500-CMW710-R7169 
None 


7500-CMW710-R7168 
First release. 


MIB updates 
Table 4 MIB updates 


Item MIB file Module Description 


7500-CMW710-R7179 
New None None None 


Modified None None None 


7500-CMW710-R7178 
New None None None 


Modified None None None 


7500-CMW710-R7170 
New None None None 


Modified None None None 


7500-CMW710-R7169P01 
New None None None 


Modified None None None 


7500-CMW710-R7169 
New None None None 


Modified None None None 


7500-CMW710-R7168 
New None None First release 


Modified None None First release 
 


Operation changes 
Operation changes in 7500-CMW710-R7179 


None 
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Operation changes in 7500-CMW710-R7178 
Changed the IPv6 route specifications 
• The maximum number of IPv6 routes with a mask length less than 64 was changed from 8K to 


12K on the following cards: 
 JH210A/JH218A   (LSQM2GP44TSSE0) 
 JH211A/JH219A   (LSQM2GP24TSSE0) 
 JH212A/JH220A   (LSQM2GT48SE0) 
 JH213A/JH221A   (LSQM2GV48SE0) 


• The maximum number of IPv6 routes with a mask length less than 64 was changed from 4K to 
6K on the following cards operating in bridging, routing, or normal mode: 
 JH309A  (LSQM2TGS12EC0). 


Operation changes in 7500-CMW710-R7170 
None 


Operation changes in 7500-CMW710-R7169P01 
None 


Operation changes in 7500-CMW710-R7169 
• Modified the max MTU on L3 Interface from 1500 to 9198. 


Operation changes in 7500-CMW710-R7168 
Changed the IPv6 route specifications. These settings will be reverted to the original values in later 


versions. 
• The maximum number of IPv6 routes with a mask length less than 64 reduced from 12K to 8K 


on the following cards: 
 JH210A/JH218A   (LSQM2GP44TSSE0) 
 JH211A/JH219A   (LSQM2GP24TSSE0) 
 JH212A/JH220A   (LSQM2GT48SE0) 
 JH213A/JH221A   (LSQM2GV48SE0) 


• The number of allowed IPv6 routes with a mask length less than 64 reduced from 6K to 4K on 
the following cards operating in bridging, routing, or normal mode: 
 JH309A (LSQM2TGS12EC0). 


Restrictions and cautions 
Restriction 1 


The following LPUs are incompatible with the MDC feature. The MDC feature cannot work correctly 
when any of the following LPUs are installed: 
• JD229B(JC712A)      LSQM2GV48SD0         
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• JD230A(JC714A)      LSQM2GP24TXSD0       
• JD235A(JC719A)      LSQM2TGX4SD0         
• JD237A(JC721A)      LSQM2GP48SD0         
• JD221A                   LSQM2GP48EB0         
• JD232A(JC716A)    LSQM2TGX4EB0         
• JD236A                   LSQM2TGX2SD0          
• JD234A(JC718A)      LSQM2GP24TSD0        
• JD231A(JC715A)      LSQM2GP24TEB0        
• JD233A                  LSQM2TGX2EB0          
• JD191A(JC713A)      LSQM2TGX8SD0         
• JG663A(JG664A)    LSQM2GV48SC0         
• JF290A(JC723A)      LSQM2TGS8SC0 


Restriction 2 
In an IRF fabric with plenty of configurations, the system might take more than half an hour to collect 
the diagnosis information. 


Restriction 3 
On SF/EC LPUs, each four continuous interfaces (for examples, interfaces 1 through 4, and 
interfaces 5 through 8) are organized into a group. When one interface in a group is configured as an 
IRF physical interface, the other interfaces used as non-IRF physical interfaces in the group will go 
down. 


Restriction 4 
On JH214A (LSQM2TGS16SF0) LPUs, among interfaces 3 through 14, each three continuous 
interfaces (for example, interfaces 3 through 5, and interfaces 6 through 8) are organized into a 
group. Interfaces 1, 2, 15, and 16 are organized into a group. When one interface in a group is used 
as an IRF physical interface, the other interfaces in the group cannot be used as non-IRF physical 
interfaces. 


Restriction 5 
When you apply a queue scheduling profile to an interface on an SF or JC792A (LSQM2QGS4SC0) 
LPU, the unknown unicast packets are scheduled inaccurately. 


Restriction 6 
After you set the switch-mode for a LPU, you must manually reboot the LPU. If you install a new LPU 
that does not operate in the default switch-mode, you must manually reboot the LPU. 


Restriction 7 
NTP in multicast mode supports only the multicast addresses in the network segment 224.0.1.0/24. 


Restriction 8 
You cannot specify a port on the JH209A (LSQM2SRP8X2QE0) card as the outgoing interface for a 
multiport unicast MAC or ARP address entry. 


Restriction 9 
In a four-chassis IRF fabric, if the four chassis are started asynchronously, the IRF fabric might split. 
Make sure these chassis have similar card configurations, so that they can back up each other. Also, 
make sure the four chassis are powered on at the same time. If the four-chassis IRF fabric splits, 
reboot the IRF fabric with fewer devices, and assign these member devices to the other IRF fabric to 
form a new four-chassis IRF fabric. 
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Restriction 10 
This version does not support the HIG monitoring feature of GOLD. 


Restriction 11 
The JH309A (LSQM2TGS12EC0) supports a maximum of 8192 multicast forwarding entries when it 
is installed on a switch with the MPU JH209A (LSQM2SRP8X2QE0). The JH309A 
(LSQM2TGS12EC0) will support more entries in later versions. 


Open problems and workarounds 
201512140439 


• Symptom: Broadcast and multicast packets cannot be forwarded in an MPLS L2VPN network. 
• Condition: This symptom occurs if the following conditions exist: 


 The MPU of the device is a JH209A (LSQM5SRP8X2QE0) module. 
 The provider-side interface and the customer-side interface on the device belong to 


different modules. 
• Workaround: Use one of the following methods: 


 Use a module except for the JH209A (LSQM5SRP8X2QE0) module as the MPU. 
 Make sure that the provider-side interface and the customer-side interface on the device 


belong to the same module. 
 Configure VPLS on the device to establish a connection with the peer device. 
 Configure VPLS for the whole network if possible. 


201507010332 
• Symptom: sFlow does not take effect. 
• Condition: This symptom might occur when the management interface of an MPU is configured 


as the collector interface of sFlow. 
• Workaround: Do not use the management interface of an MPU as the collector interface of 


sFlow. Use other interfaces (for example, service interfaces of LPUs) as collector interfaces.  


List of resolved problems 
Resolved problems in R7179 
201601080282 


• Symptom: The switch cannot communicate with a Comware 5 switch through VPLS when the 
PW encapsulation type is set to Ethernet or VLAN on the Comware 5 switch. 


• Condition: This symptom might occur if the switch works with a Comware 5 switch that uses the 
Ethernet or VLAN PW encapsulation type. 


201601070521 
• Symptom: The switch should output a log message in 3 seconds after it detects a PoE power 


module failure. If the failure does not recover, a log message should be output every minute. 
• Condition: None. 


201601070190 
• Symptom: MPUs reboot unexpectedly when physical ports are assigned to aggregation groups 


with IDs in the range of 92 to 95 and the ports become Selected. 



http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/cc0fa901-61a8-41ac-b597-326e9c4c87ae$tabTitle=201512140439
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• Condition: This symptom might occur if the following conditions exist: 
 One or multiple aggregation groups use IDs 92, 93, 94, and 95. 
 Physical ports are assigned to the aggregation groups, and the ports become Selected. 


201512210187 
• Symptom: Policy-based routing or packet filtering cannot match packets in correct order. 


Packets are first matched with low-priority rules.  
• Condition: This symptom might occur if one of the following operations is performed: 


 Add rules or nodes for policy-based routing. 
 Add or delete rules for packet filtering. 


201511100240 
• Symptom: The routes for the secondary IP addresses of interfaces cannot be advertised. 
• Condition: This symptom might occur if OSPF NSR is enabled and the LSA length is set to 264 


bytes. 


201511100235 
• Symptom: After a switch reboot and an active/standby MPU switchover, the MPUs have 


different STP states for an aggregate interface, and the aggregation member ports cannot 
forward traffic. 


• Condition: This symptom might occur if the following operations are performed: 
a. Enable STP on an aggregation interface. 
b. Reboot the switch. 
c. Perform an active/standby MPU switchover. 


201511100205 
• Symptom: The switch is disconnected from the OpenFlow controllers when the switch receives 


a large number of ARP packets. 
• Condition: This symptom might occur if OpenFlow is configured, and the switch receives a large 


number of ARP packets. 


201511100202 
• Symptom: BGP neighbor flapping occurs when the switch receives dense traffic. 
• Condition: This symptom might occur when the switch receives dense traffic. 


201511100192 
• Symptom: The switch cannot process VRRP multicast packets correctly when the switch is 


attacked by dense high-priority multicast traffic. As a result, a VRRP group has two masters. 
• Condition: This symptom might occur if the switch is attacked by dense high-priority multicast 


traffic. 


201511100186 
• Symptom: MPUs reboot unexpectedly if the switch has multiple OSPF neighbors and OSPF 


neighbor flapping has lasted for a long period of time. 
• Condition: This symptom might occur if the switch has multiple OSPF neighbors, and OSPF 


neighbor flapping has lasted for a long period of time. 
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Resolved problems in R7178 
201507090215 


• Symptom: In an MPLS L2VPN, broadcast packets and multicast packets cannot be forwarded.  
• Condition: The public network interface and private network interface of the MPLS L2VPN are 


on different IRF member switches. 


201506100433 
• Symptom: Loops exist in an STP network. 
• Condition: This symptom occurs after a member port in down state is removed from the 


aggregation group. 


201505110300 
• Symptom: EVI cannot learn local MAC addresses.  
• Condition: This symptom occurs when an aggregation group contains member ports that reside 


on cards of different specifications (for example, LSUM1GP44TSEC0 and LSUM2GP44TSSE0) 
in the EVI network. 


201512170517 
• Symptom: Heartbeat packets sent by a downstream server are lost and the server reboots 


automatically. 
• Condition: This symptom occurs if the following conditions exist: 


 The switch is in IRF mode and configured with BFD MAD. 
 Heartbeat packets sent by the server are UDP packets with destination port 3784. 


201511180191 
• Symptom: In a VRRP network, PVST status errors occur after the switch reboots. 
• Condition: This symptom occurs if the spanning tree feature is enabled on an aggregate 


interface and the switch reboots. 


201511200321 
• Symptom: CVE-2015-7871 
• Condition: Cause ntpd to accept time from unauthenticated peers.  
• Symptom: CVE-2015-7704 
• Condition: An ntpd client forged by a DDoS attacker located anywhere on the Internet, that can 


exploit NTP's to disable NTP at a victim client or it may also trigger a firewall block for packets 
from the target machine. 


• Symptom: CVE-2015-7705 
• Condition: The DDoS attacker can send a device a high volume of ntpd queries that are 


spoofed to look like they come from the client. The servers then start rate-limiting the client. 
• Symptom: CVE-2015-7855 
• Condition: Ntpd mode 6 or mode 7 packet containing an unusually long data value could 


possibly use cause NTP to crash, resulting in a denial of service. 


Resolved problems in R7170 
201509090426 


• Symptom: EVI fails to forward traffic. 
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• Condition: This symptom occurs if the following conditions exist: 
 The switch is configured with multiple MDCs.  
 EVI is configured on non-default MDCs.  
 EVI uses an aggregate interface as a site-facing interface, and the card that hosts the 


aggregate interface is rebooted. 


201509290286 
• Symptom: The switch prompts that the login password or shared key is incorrect when working 


with a TACACS server to authenticate the user. 


• Condition: This symptom occurs if the switch runs a version between Release 7168 and 
Release 7169P01 and acts as a TACACS client. 


201507160287 
• Symptom: CVE-2014-8176 


• Condition: If a DTLS peer receives application data between the ChangeCipherSpec and 
Finished messages. May result in a segmentation fault or potentially, memory corruption. 


• Symptom: CVE-2015-1788 


• Condition: When processing an ECParameters structure OpenSSL enters an infinite loop. This 
can be used to perform denial of service against any system which processes public keys, 
certificate requests or certificates. 


• Symptom: CVE-2015-1789 


• Condition: X509_cmp_time does not properly check the length of the ASN1_TIME string and/or 
accepts an arbitrary number of fractional seconds in the time string. An attacker can use this to 
craft malformed certificates and CRLs of various sizes and potentially cause a segmentation 
fault, resulting in a DoS on applications that verify certificates or CRLs. 


•  Symptom: CVE-2015-1790 


• Condition: The PKCS#7 parsing code does not handle missing inner EncryptedContent 
correctly. An attacker can craft malformed PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 


• Symptom: CVE-2015-1791 


• Condition: If a NewSessionTicket is received by a multi-threaded client when attempting to 
reuse a previous ticket then a race condition can occur potentially leading to a double free of the 
ticket data. 


201510280560 


• Symptom: The switch operates correctly when running a non-HP software version. 
• Condition: This symptom occurs when the switch runs a non-HP software version. 


Resolved problems in R7169P01 
201509230039 


• Symptom: Unknown unicast, multicast, and broadcast packets are lost on IRF links. 
• Condition: This symptom occurs if multiple physical IRF links are configured on an interface 


module in an IRF fabric. 
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Resolved problems in R7169 
201506040305 


• Symptom: An MPLS L2VPN or VPLS network cannot forward broadcast, multicast, or unknown 
unicast traffic, or forwards duplicate broadcast, multicast, and unknown unicast traffic. 


• Condition: This symptom might occur if one of the following conditions exists: 
 The AC-side interfaces, transport-side interfaces, or IRF physical interfaces are in a 


multi-card aggregation group. 
 The AC-side interfaces, transport-side interfaces, or IRF physical interfaces are on the 


following cards: 
− JH214A               LSQM2TGS16SF0     
− JD229B(JC712A)   LSQM2GV48SD0      
− JD230A(JC714A)   LSQM2GP24TXSD0    
− JD235A(JC719A)   LSQM2TGX4SD0      
− JD237A(JC721A)   LSQM2GP48SD0      
− JD221A                LSQM2GP48EB0      
− JD232A(JC716A)   LSQM2TGX4EB0      
− JC792A               LSQM2QGS4SC0      
− JD236A               LSQM2TGX2SD0      
− JD234A(JC718A)   LSQM2GP24TSD0     
− JD231A(JC715A)   LSQM2GP24TEB0     
− JD233A               LSQM2TGX2EB0      
− JD191A(JC713A)   LSQM2TGX8SD0      
− JG663A(JG664A)   LSQM2GV48SC0      
− JF290A(JC723A)   LSQM2TGS8SC0 


201508310039 
• Symptom: An 802.1X user is logged off immediately after the user comes online.  
• Condition: This symptom occurs if security check is performed for the 802.1X user after the user 


comes online in a network configured with both 802.1X authentication and EAD.  


201508190441 
• Symptom: The switch displays a warning that available power of the switch is 0 W if I2C fails to 


access the power supply. 
• Condition: None. 


201506100433 
• Symptom: After the attack entry for a directly connected user ages out, the switch cannot ping 


the user.  
• Condition: This symptom occurs if source MAC-based ARP attack detection is enabled on EC 


cards.  


201507220171 
• Symptom: A switch does not update the corresponding ARP entry after receiving an ARP reply. 
• Condition: This symptom occurs if the target IP address in the ARP reply is a directed broadcast 


address. 
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Resolved problems in R7168 
First release. 


Support and other resources 
Accessing Hewlett Packard Enterprise Support 


• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 
www.hpe.com/assistance  


• To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website: 
www.hpe.com/support/hpesc  


Information to collect: 
• Technical support registration number (if applicable). 
• Product name, model or version, and serial number. 
• Operating system name and version. 
• Firmware version. 
• Error messages. 
• Product-specific reports and logs. 
• Add-on products or components. 
• Third-party products or components. 


Documents 
To find related documents, see the Hewlett Packard Enterprise Support Center website at 
http://www.hpe.com/support/hpesc. 
• Enter your product name or number and click Go. If necessary, select your product from the 


resulting list. 
• For a complete list of acronyms and their definitions, see HPE FlexNetwork technology 


acronyms. 


Related documents 
The following documents provide related information: 
• HPE FlexNetwork 7500 Switch Series Installation Guide 
• HPE FlexNetwork 7500 Switch Series Configuration Guides 
• HPE FlexNetwork7500 Switch Series Command References 


Documentation feedback 
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 
part number, edition, and publication date located on the front cover of the document. For online help 



http://www.hpe.com/assistance

http://www.hpe.com/support/hpesc

http://www.hpe.com/support/hpesc
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content, include the product name, product version, help edition, and publication date located on the 
legal notices page. 
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Appendix A Feature list 
Hardware features 


Table 5 7500 series hardware features 


Item Remarks 


Dimensions (H × W × D) 
(excluding feet and 
rack-mounting brackets) 


JD242C (7502): 420 × 436 × 175 mm (16.54 × 17.17 × 6.89 in.) 
JD240C (7503): 420 × 436 × 441 mm (16.54 × 17.17 × 17.36 in.) 
JD239C (7506): 420 × 436 × 575 mm (16.54 × 17.17 × 22.64 in.) 
JD238C (7510): 420 × 436 × 708 mm (16.54 × 17.17 × 27.88 in.) 


Weight 


7502: < 15 kg (33.07 lb) 
7503: < 30 kg (66.14 lb) 
7506: < 40 kg (88.18 lb) 
7510: < 45 kg (99.21 lb) 


LPU slots 


7502: 2 
7503: 3 
7506: 6 
7510: 10 


MPUs 


JH207A HP 7500 1.2Tbps Fabric w/ 2-port 40GbE for IRF-Only Main 
Processing Unit 
JH208A HP 7502 Main Processing Unit 
JH209A HP 7500 2.4Tbps Fabric w/ 8-port GbE/10GbE and 2-port 
40GbE User Ports Main Processing Unit 


LPUs 


JH210A HP 7500 44-port GbE / 4-port 10GbE SE Module 
JH211A HP 7500 24-port GbE / 4-port 10GbE SE Module 
JH212A HP 7500 48-port 1000BASE-T SE Module 
JH213A HP 7500 48-port Gig-T with PoE+  SE Module 
JH214A HP 7500 16-port GbE/10GbE SF Module 
JH309A HP 7500 12-Port 10GBASE Ethernet Optical Interface Module 
JD229B HP 7500 48-port Gig-T PoE+ Extended Module 
JG663A HP 7500 48-port 1000BASE-T PoE+ SC Module 
JD230A HP 7500 24-port GbE SFP / 2-port 10GbE XFP Extended 
Module 
JD235A HP 7500 4-port 10GbE XFP Extended Module 
JD237A HP 7500 48-port GbE SFP Extended Module 
JD221A HP 7500 48-port GbE SFP Enhanced Module 
JD232A HP 7500 4-port 10GbE XFP Enhanced Module 
JC792A HP 7500 4-port 40GbE QSFP+ SC Module 
JD236A HP 7500 2-port 10GbE XFP Extended Module 
JD234A HP 7500 24-port GbE SFP Extended Module 
JD231A HP 7500 24-port GbE SFP Enhanced Module 
JD233A HP 7500 2-port 10GbE XFP Enhanced Module 
JD191A HP 7500 8-port 10GbE XFP Extended Module                           
JF290A HP 7500 8-port 10G SFP+ Module                                     
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Item Remarks 
JC712A HP 7500 48-port Gig-T PoE+ SD TAA-compliant Module                 
JC713A HP 7500 8-port 10GbE XFP SD TAA-compliant Module                   
JC714A HP 7500 24-port GbE SFP / 2-port 10GbE XFP SD 
TAA-compliant Module 
JC715A HP 7500 16-port GbE SFP / 8-port GbE Combo EB 
TAA-compliant Module 
JC716A HP 7500 4-port 10GbE XFP EB TAA-compliant Module                   
JC718A HP 7500 16-port GbE SFP / 8-port GbE Combo SD 
TAA-compliant Module 
JC719A HP 7500 4-port 10GbE XFP SD TAA-compliant Module                   
JC721A HP 7500 48-port GbE SFP SD TAA-compliant Module                    
JC723A HP 7500 8-port 10GbE SFP+ SC TAA-compliant Module 
JG664A HP 7500 48-port 1000BASE-T PoE+ SC TAA-compliant 
Module 
JG372A HP 10500/11900/7500 20Gbps VPN Firewall Module 
JG639A HP 10500/7500 20G Unified Wired-WLAN Module 


Transceiver modules and 
cables 


JC784C: HP X240 10G SFP+ SFP+ 7m DAC Cable 
JD061A: HP X125 1G SFP LC LH40 1310nm Transceiver 
JD062A: HP X120 1G SFP LC LH40 1550nm Transceiver 
JD063B: HP X125 1G SFP LC LH70 Transceiver 
JD089B: HP X120 1G SFP RJ45 T Transceiver 
JD092B: HP X130 10G SFP+ LC SR Transceiver 
JD094B: HP X130 10G SFP+ LC LR Transceiver 
JD095C: HP X240 10G SFP+ SFP+ 0.65m DA Cable 
JD096B: HP X240 10G SFP+ SFP+ 1.2m DA Cable 
JD096C: HP X240 10G SFP+ SFP+ 1.2m DA Cable 
JD097B: HP X240 10G SFP+ SFP+ 3m DA Cable 
JD097C: HP X240 10G SFP+ SFP+ 3m DA Cable 
JD098B: HP X120 1G SFP LC BX 10-U Transceiver 
JD099B: HP X120 1G SFP LC BX 10-D Transceiver 
JD102B: HP X110 100M SFP LC FX Transceiver 
JD103A: HP X120 1G SFP LC LH100 Transceiver 
JD118B: HP X120 1G SFP LC SX Transceiver 
JD119B: HP X120 1G SFP LC LX Transceiver 
JD120B: HP X110 100M SFP LC LX Transceiver 
JG081C: HP X240 SFP+ SFP+ 5m DAC Cable 
JG234A: HP X130 10G SFP+ LC LH 40km Transceiver 
JG325B: HP X140 40G QSFP+ MPO SR4 Transceiver 
JG661A: HP X140 40G QSFP+ LC LR4 SM 10km 1310nm Transceiver 
JG709A: HP X140 40G QSFP+ MPO MM 850nm CSR4 300m Transceiver 
JG915A: HP X130 10G SFP+ LC LH 80km Transceiver 
JL251A: HPE X140 40G QSFP+ LC BiDi 100m MM Transceiver 


Input AC voltage 100 to 240V AC; 50/60Hz 


Max. output power per power 
supply 


700 W (110V AC) 
1400 W (220V AC) 


Operating temperature 0°C to 45°C (32°F to 113°F) 







17 


Item Remarks 


Relative humidity 
(noncondensing) 10% to 90% 


 


Software features 
Table 6 Software features of the 7500 series 


Category  Features 


Layer 2 


Ethernet II 
IEEE 802.3/802.2 SNAP 
IEEE 802.3/802.2 
Long frame (1518 to 1536 bytes) 
Jumbo frame (1536 to 9216 bytes) 
VLAN 
IEEE 802.1Q 
IEEE 802.1p 
RSTP (802.1w) 
MSTP (802.1s) 
LACP (802.3ad) 
Mirroring 
Storm suppression (broadcast/multicast/unknown unicast) 
QinQ 
PoE 
PVST/PVST+ 


Layer 3 


ARP (proxy ARP, gratuitous ARP) 
IP datagram forwarding (RFC 791/1141/950) 
IP options (strict source route/loose source route/recording route/timestamp) 
(RFC 791/1122) 
TCP (RFC 793) 
UDP (RFC 768) 
ICMP 
RFC 1213-MIB (including IP, ICMP, TCP, UDP, IF, and SNMP) 
IPv6 ND 
IPv6 FIB 
IPv6 ACL 
IPv6 tunnel (manually configured tunnel/automatic 6to4 tunnel/ISATAP) 
Layer 3 routing interface 
BFD 
IRDP 
MVRP 
EVI  
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Category  Features 


Routing 


IPv4 routing: 
• Static route management 
• RIP 
• OSPF 
• BGP 
• IS-IS(IS-IS MTR) 
• Policy based routing (PBR) 
IPv6 routing: 
• IPv6 static route management 
• RIPng 
• OSPFv3 
• BGP+ 
• IS-ISv6 


Multicast 


IGMP snooping 
IGMP 
MLD snooping 
MLD 
PIM-DM 
PIM-SM 
Bidirectional PIM 
Multicast VPN 


ACL&QoS 


Remarking 802.1p, DSCP, IP precedence, and local precedence by ACL rule 
Mapping 802.1p, DSCP, IP precedence, or local precedence to output queue 
SP 
WRR 
Committed access rate (CAR) 
Basic ACL 
Advanced ACL 
Ethernet frame header ACL 
VLAN-based ACL 
Packet filtering 
Traffic redirecting 
Traffic shaping 
Rate limiting 
WFQ 
WRED 
Traffic accounting 
Flow-based mirroring 
Port priority 
PFC 
ECN  
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Category  Features 


Management 


SNMP v1/v2/v3 
Public MIBs 
Private MIBs 
Syslog/Debug 
IMC 
Packet capture 
NETCONF 


Local management 


CLI 
File management 
Dual-image 
RBAC 
MDC 
EAA(TCL/Python) 


User access control 


Console login 
AUX login 
Telnet (VTY) login 
SSH login 
FTP login 
XMODEM 


Application protocols 


Ping 
DNS client 
DHCP server 
DHCP client 
DHCP relay 
DHCP snooping 
Telnet 
FTP client 
FTP server 
TFTP client 
NTP client/server 


Availability 


VRRP 
Dual fabric 
IRF 
Smart Link 
Monitor Link 
RRPP 


Security 


RADIUS 
TACACS+ 
802.1X 
Port security 
MACsec 
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Category  Features 


MPLS 


MPLS 
LDP 
MPLS L3VPN 
MPLS L2VPN 


SDN OpenFlow 
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Appendix B Upgrading software 
This section describes how to upgrade system software while the switch is operating normally or 
when the switch cannot correctly start up. 


Software types 
The following software types are available:  
• BootWare image—A .bin file that contains a basic segment and an extended segment. The 


basic segment is the minimum code that bootstraps the system. The extended segment 
enables hardware initialization and provides system management menus. You can use these 
menus to load application software and the startup configuration file or manage files when the 
device cannot start up correctly. 


• Comware image—Includes the following image subcategories:  
 Boot image—A .bin file that contains the Linux operating system kernel. It provides process 


management, memory management, file system management, and the emergency shell. 
 System image—A .bin file that contains the minimum feature modules required for device 


operation and some basic features, including device management, interface management, 
configuration management, and routing. 


 Feature package—Includes a set of advanced software features.  
 Patch packages—Irregularly released packages for fixing bugs without rebooting the 


device. A patch package does not add new features or functions. 


Comware software images that have been loaded are called "current software images." Comware 
images specified to load at the next startup are called "startup software images." 


BootWare image, boot image, and system image are required for the system to work. These images 
might be released separately or as a whole in one .ipe file. If an .ipe file is used, the system 
automatically decompresses the file, loads the boot and system images and sets them as startup 
software images. Typically, the BootWare and startup software images for the device are released in 
an .ipe file.  


Software file naming conventions 
Software image file names use the chassis-comware version-image type-release format, for 
example, 7500-CMW710-R7178.ipe. This document uses 7500.ipe file names for simplicity. 


Upgrade methods 
You can upgrade system software by using one of the following methods: 
 


Upgrade method Remarks 


Upgrading from the CLI 
• You must reboot the switch to complete the upgrade. 
• This method interrupts ongoing network services. 


Upgrading from the BootWare menu Use this method when the switch cannot correctly start 
up.  
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Preparing for the upgrade 
Before you upgrade system software, complete the following tasks: 
• Configure routes to ensure that the switch and the file server can reach each other. 
• Run a TFTP or FTP server on the file server. 
• Log in to the CLI of the switch through the console port. 
• Copy the upgrade file to the file server and correctly set the working directory on the TFTP or 


FTP server. 
• Make sure the upgrade has minimal impact on the network services. During the upgrade, the 


switch cannot provide any services. 


Upgrading from the CLI 
You can use the TFTP or FTP commands on the switch to access the TFTP or FTP server to back up 
or download files. 


Using TFTP to upgrade software 
This section describes how to upgrade system software by using TFTP. 


Backing up the running system software image and configuration file 
1. Execute the save command in any view to save the current configuration. 


<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Saved the current configuration to mainboard device successfully. 


<Sysname> 


2. Execute the dir command in user view to identify the system software image and configuration 
file names and verify that the flash has sufficient space for the new system software image. 
<Sysname> dir 


Directory of flash:/ 


 


   0     drw-         -  Jun 28 2011 14:41:16   logfile 


   1     drw-         -  Jun 28 2011 14:42:56   diagfile 


   2     -rw-     16256  Jun 28 2011 14:43:40   a.tar 


   3     -rw-      1694  Jun 28 2011 14:47:12   startup.cfg 


   4     -rw-      3432  Jun 28 2011 14:47:10   diag.tar.gz 


   5     -rw-  23861744  Jun 28 2011 14:37:46   main.bin 


 


1048576 KB total (1024104 KB free) 


 


<Sysname> 


3. Execute the tftp put command in user view to upload the main.bin file to the TFTP server. 
<Sysname> tftp 192.168.1.1 put main.bin 


Press CTRL+C to abort. 
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  % Total    % Received % Xferd Average Speed   Time    Time     Time  Current 


                                Dload  Upload   Total   Spent    Left  Speed 


 100 26.5M   0     0   100 26.5M    0   422k --:--:-- --:--:-- --:--:-- 426k 


 


<Sysname> 


4. Execute the tftp put command in user view to upload the startup.cfg file to the TFTP server. 
<Sysname> tftp 192.168.1.1 put startup.cfg 


Press CTRL+C to abort. 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100  6549    0     0  100  6549      0   270k --:--:-- --:--:-- --:--:--  319k 


 


<Sysname> 


Upgrading the system software 
1. Execute the tftp get command in user view to download the system software image file 


7500.ipe to the flash on the switch. 
<Sysname> tftp 192.168.1.1 get 7500.ipe 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100 70.7M  100 70.7M    0     0  1193k      0  0:00:50  0:00:50 --:--:-- 1127k 


 


<Sysname> 


2. Execute the boot-loader command in user view to load the file 7500.ipe and specify the file as 
the main startup software image file. 
<Sysname> boot-loader file flash:/7500.ipe slot 6 main 


 Verifying the file flash:/7500.ipe on slot 6.................................. 


...............................Done. 


10508 images in IPE: 


  7500-CMW710-BOOT-test.bin 


  7500-CMW710-SYSTEM-test.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to slot 6. 


Decompressing file 7500-CMW710-BOOT-test.bin to 
flash:/7500-CMW710-BOOT-test.bin..........................................Done. 


Decompressing file 7500-CMW710-SYSTEM-test.bin to flash:/7500-CMW710-SYSTEM 


-test.bin...................................................................... 


................................................................................ 


................................................................................ 


...................................................................Done. 


Decompression completed. 


You are recommended to delete the .ipe file after you set startup software image 


s for all slots. 


Do you want to delete flash:/7500.ipe now? [Y/N]:y 


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 6. 


<Sysname> 


3. Execute the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 
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Software images on slot 6: 


Current software images: 


  flash:/7500-cmw710-boot-test.bin 


  flash:/7500-cmw710-system-test.bin 


Main startup software images: 


  flash:/7500-cmw710-boot-test.bin 


  flash:/7500-cmw710-system-test.bin 


Backup startup software images: 


  None 


<Sysname> 


4. Execute the reboot command in user view to reboot the switch. 
<Sysname> reboot 


Start to check configuration with next startup configuration file, please 
wait.........DONE! 


Current configuration will be lost after the reboot, save current configuration? 
[Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Configuration is saved to flash successfully. 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait... 


<Sysname> 


System is starting... 


5. After the reboot is complete, execute the display version command to verify that the system 
software image is correct. 


Using FTP to upgrade software 
This section describes how to upgrade system software by using FTP. 


Backing up the running system software image and configuration file 
1. Execute the save command in any view to save the current configuration. 


<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Saved the current configuration to mainboard device successfully. 


<Sysname> 


2. Execute the dir command in user view to identify the system software image and configuration 
file names and verify that the flash has sufficient space for the new system software image. 
<Sysname> dir 


Directory of flash:/ 


 


   0     drw-         -  Jun 28 2015 14:41:16   logfile 


   1     drw-         -  Jun 28 2015 14:42:56   diagfile 
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   2     -rw-     16256  Jun 28 2015 14:43:40   a.tar 


   3     -rw-      1694  Jun 28 2015 14:47:12   startup.cfg 


   4     -rw-      3432  Jun 28 2015 14:47:10   diag.tar.gz 


   5     -rw-  203861744 Jun 28 2015 14:37:46   7500.ipe 


 


1048576 KB total (1024104 KB free) 


 


<Sysname> 


3. Execute the ftp command in user view to access the FTP server. 
<Sysname> ftp 192.168.1.1 


Press CTRL+C to abort. 


Connected to 192.168.1.1 (192.168.1.1). 


220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user 


User (192.168.1.1:(none)): zhangsan 


331 Give me your password, please 


Password: 


230 Logged in successfully 


Remote system type is MSDOS. 


ftp> 


4. Execute the put command in FTP client view to upload the 7500.ipe file to the FTP server. 
ftp> binary 


200 Type is Image (Binary) 


ftp> put 7500.ipe 


227 Entering Passive Mode (192,168,1,1,194,82) 


150 "E:\7500.ipe " file ready to receive in IMAGE / Binary mode 


226 Transfer finished successfully. 


203861744 bytes sent in 208.822 seconds (3.27 Mbytes/s) 


 


ftp> 


5. Execute the put command in FTP client view to upload the startup.cfg file to the FTP server. 
ftp> put startup.cfg 


227 Entering Passive Mode (192,168,2,79,194,99) 


150 "E:\startup.cfg" file ready to receive in IMAGE / Binary mode 


226 Transfer finished successfully. 


5188 bytes sent in 0.001 seconds (9.46 Mbytes/s) 


 


ftp> 


Upgrading the system software 
1. Execute the get command in FTP client view to download the system software image file 


7500.ipe to the flash on the switch. 
ftp> get 7500.ipe 


 


227 Entering Passive Mode (192,168,1,1,194,82) 


150 "E:7500.ipe " file ready to send (98742272 bytes) in IMAGE / Binary mode 


226 Transfer finished successfully. 


98742272 bytes sent in 28.822 seconds (3.27 Mbytes/s). 


 


ftp> 
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2. Execute the quit command in FTP client view to return to user view. 
ftp> quit 


221 Windows FTP Server (WFTPD, by Texas Imperial Software) says goodbye 


 


<Sysname> 


3. Execute the boot-loader command in user view to load the file 7500.ipe and specify the file as 
the main startup software image file. 
<Sysname> boot-loader file flash:/7500.ipe slot 6 main 


Verifying the file flash:/7500.ipe on slot 6.................................. 


...............................Done. 


10508 images in IPE: 


  7500-CMW710-BOOT-test.bin 


  7500-CMW710-SYSTEM-test.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to slot 6. 


Decompressing file 7500-CMW710-BOOT-test.bin to 
flash:/7500-CMW710-BOOT-test.bin..........................................Done. 


Decompressing file 7500-CMW710-SYSTEM-test.bin to flash:/7500-CMW710-SYSTEM 


-test.bin...................................................................... 


................................................................................ 


................................................................................ 


...................................................................Done. 


Decompression completed. 


You are recommended to delete the .ipe file after you set startup software images for 
all slots. 


Do you want to delete flash:/7500.ipe now? [Y/N]:y 


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 6. 


<Sysname> 


4. Execute the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 


 Software images on slot 6: 


Current software images: 


  flash:/7500-cmw710-boot-test.bin 


  flash:/7500-cmw710-system-test.bin 


Main startup software images: 


  flash:/7500-cmw710-boot-test.bin 


  flash:/7500-cmw710-system-test.bin 


Backup startup software images: 


  None 


<Sysname> 


5. Execute the reboot command in user view to reboot the switch. 
<Sysname> reboot 


Start to check configuration with next startup configuration file, please 
wait.........DONE! 


Current configuration will be lost after the reboot, save current configuration? 
[Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 
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flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Configuration is saved to flash successfully. 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait... 


<Sysname> 


System is starting... 


6. After the reboot is complete, execute the display version command to verify that the system 
software image is correct. 


Upgrading from the BootWare menu 
You can use the following methods to upgrade software from the BootWare menu: 
• Using TFTP/FTP to upgrade software through a management Ethernet port 
• Using XMODEM to upgrade software through the console port 
 


 TIP: 
Upgrading through a management Ethernet port is faster than through the console port.  
 


Accessing the BootWare menu 
1. Power on the switch. 


The following information appears. 
RAM test successful. 


Press Ctrl+T to start five-step full RAM test... 


Press Ctrl+Y to start nine-step full RAM test... 


System is starting... 


Press Ctrl+D to access BASIC-BOOTWARE MENU... 


Booting Normal Extended BootWare 


The Extended BootWare is self-decompressing.........Done. 


 


 


**************************************************************************** 


*                                                                          * 


*                         BootWare, Version 1.12                           * 


*                                                                          * 


**************************************************************************** 


Compiled Date         : May 12 2015 


CPU Type              : XLP208 


CPU Clock Speed       : 1000MHz 


Memory Type           : DDR3 SDRAM 


Memory Size           : 4096MB 


Memory Speed          : 667MHz 


BootWare Size         : 1536KB 


Flash Size            : 4MB 


BASIC CPLD Version    : 001 


EXTENDED CPLD Version : 001 
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PCB Version           : Ver.A 


 


BootWare Validating... 


Press Ctrl+B to access EXTENDED-BOOTWARE MENU... 


2. Press Ctrl + B at the prompt to access the BootWare menu. 
Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


 


==========================<EXTENDED-BOOTWARE MENU>========================== 


|<1> Boot System                                                           | 


|<2> Enter Serial SubMenu                                                  | 


|<3> Enter Ethernet SubMenu                                                | 


|<4> File Control                                                          | 


|<5> Restore to Factory Default Configuration                              | 


|<6> Skip Current System Configuration                                     | 


|<7> BootWare Operation Menu                                               | 


|<8> Skip Authentication for Console Login                                 | 


|<9> Storage Device Operation                                              | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+Z: Access EXTENDED ASSISTANT MENU 


Ctrl+F: Format File System 


Enter your choice(0-9): 


Table 7 BootWare menu options 


Item Description 
<1> Boot System Boot the system software image.  


<2> Enter Serial SubMenu 
Access the Serial submenu (see Table 10 ) for upgrading system 
software through the console port or changing the serial port 
settings.  


<3> Enter Ethernet SubMenu 
Access the Ethernet submenu (see Table 8) for upgrading system 
software through a management Ethernet port or changing 
Ethernet settings.  


<4> File Control Access the File Control submenu (see Table 11) to retrieve and 
manage the files stored on the switch. 


<5> Restore to Factory Default 
Configuration 


Restore the switch to the factory default configuration. 
This option is not available when password recovery is enabled.  


<6> Skip Current System 
Configuration 


Skip the current system configuration. 
This option is not available when password recovery is disabled.  


<7> BootWare Operation Menu Access the BootWare Operation menu.  


<8> Skip Authentication for Console 
Login 


Skip authentication for login through the console port. 
This option is not available when password recovery is disabled.  


<9> Storage Device Operation Access the Storage Device Operation menu.  


<0> Reboot Restart the switch. 
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Using TFTP/FTP to upgrade software through a 
management Ethernet port 


1. Enter 3 in the BootWare menu to access the Ethernet submenu. 
==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-5): 


Table 8 Ethernet submenu options 


Item Description 


<1> Download Image Program To SDRAM And Run 


Download an application program to the SDRAM 
and run the program. 
This option is not available when password recovery 
is disabled.  


<2> Update Main Image File 


Download a software image to the current storage 
medium as the main image (the file attribute is set to 
M). 
If a main system image already exists, the M file 
attribute of the original image is removed. 


<3> Update Backup Image File 


Download a software image to the current storage 
medium as the backup image (the file attribute is set 
to B). 
If a backup system image already exists, the B file 
attribute of the original image is removed. 


<4> Download Files(*.*) 
Download files to the current storage medium. 
This option is not available when password recovery 
is disabled.  


<5> Modify Ethernet Parameter Modify Ethernet settings. 


<0> Exit To Main Menu Return to the BootWare menu. 
 


2. Enter 5 to configure the Ethernet settings. 
==========================<ETHERNET PARAMETER SET>========================= 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|         Ctrl+D = Quit.                                                   | 


========================================================================== 


Protocol (FTP or TFTP) :tftp 


Load File Name         : 7500B.ipe 


                       : 


Target File Name       : 7500B.ipe 


                       : 
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Server IP Address      :192.168.1.1 


Local IP Address       :192.168.1.2 


Subnet Mask            :255.255.255.0 


Gateway IP Address     :192.168.1.3 


Table 9 Network parameter fields and shortcut keys 


Field Description 
'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field.  


'-' = Go to previous field Press a hyphen (-) and then Enter to return to the previous field.  


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu.  


Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 


Load File Name Set the name of the file to be downloaded.  


Target File Name Set a file name for saving the file on the switch. By default, the target 
file name is the same as the source file name.  


Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be 
set, use a colon (:) to separate the mask length from the IP address. 
For example, 192.168.80.10:24. 


Local IP Address Set the IP address of the switch.  


Gateway IP Address Set a gateway IP address if the switch is on a different network than 
the server.  


FTP User Name 
Set the username for accessing the FTP server. This username 
must be the same as configured on the FTP server. This field is not 
available for TFTP.  


FTP User Password 
Set the password for accessing the FTP server. This password 
must be the same as configured on the FTP server. This field is not 
available for TFTP.  


 


3. Select an option in the Ethernet submenu to upgrade a system software image. For example, 
enter 2 to upgrade the main system software image. 
Loading..................................................................... 


............................................................................ 


............................................................................ 


.................................................Done. 


227301376 bytes downloaded! 


Image file 7500-CMW710-BOOT-test.bin is self-decompressing... 


Saving file flash:/7500-CMW710-BOOT-test.bin .......................... 


........................................................Done. 


Image file 7500-CMW710-SYSTEM-test.bin is self-decompressing... 


Saving file flash:/7500-CMW710-SYSTEM-test.bin ........................ 


............................................................................ 


............................................................................ 


............................................................................ 


............Done. 


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 







31 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-5): 


4. Enter 0 to return to the BootWare menu or 1 to boot the system. 


Using XMODEM to upgrade software through the console 
port 


1. Enter 2 in the BootWare menu to access the Serial submenu. 
==========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


Table 10 Serial submenu options 


Item Description 


<1> Download Image Program To SDRAM And Run 


Download an application program to the SDRAM 
and run the program. 
This option is not available when password 
recovery is disabled.  


<2> Update Main Image File 


Download a software image to the current storage 
medium as the main image (the file attribute is set 
to M). 
If a main system image already exists, the M file 
attribute of the original image is removed. 


<3> Update Backup Image File 


Download a software image to the current storage 
medium as the backup image (the file attribute is 
set to B). 
If a backup system image already exists, the B file 
attribute of the original image is removed. 


<4> Download Files(*.*) Download files to the current storage medium.  


<5> Modify Serial Interface Parameter Modify serial port parameters. 


<0> Exit To Main Menu Return to the BootWare menu. 
 


2. Enter 5 to access the baudrate set menu. Select an appropriate baud rate for the console port. 
For example, enter 5 to select 115200 bps. 
===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 
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|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5):5 


The following messages appear: 
Baudrate has been changed to 115200 bps. 


Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 
 


 NOTE: 
If the baud rate of the console port is 9600 bps, jump to step 9. 
 


3. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 
switch. 


Figure 1 Disconnect the terminal connection 


 
4. Select File > Properties, and in the Properties dialog box, click Configure. 
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Figure 2 Properties dialog box 


 
 


5. Select 115200 from the Bits per second list and click OK. 


 







34 


Figure 3 Modify the baud rate 


 
 


6. Select Call > Call to re-establish the connection. 


Figure 4 Reestablishing the connection 


 
 


7. Press Enter. 
The following menu appears: 
The current baudrate is 115200 bps 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)                                                         | 


|<2> 19200*                                                                | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 


8. Enter 0 to return to the Serial submenu. 
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===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


9. Select an option from options 2 and 3 to upgrade a system software image. For example, enter 
2 to upgrade the main system software image. 
Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


10. Select Transfer > Send File in the HyperTerminal window. 


Figure 5 Transfer menu 


 
 


11. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 
the Protocol list. 


Figure 6 File transmission dialog box 


 
 


12. Click Send. The following dialog box appears: 
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Figure 7 File transfer progress 


 
 


13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to 
return to the BootWare menu. 
Download successfully! 


31911808 bytes downloaded! 


Updating File flash:/main.bin.............................................. 


.....................................................Done. 


 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


14. Enter 1 in the BootWare menu to boot the system. 
15. If you are using a download rate other than 9600 bps, change the baud rate of the terminal to 


9600 bps. If the baud rate has been set to 9600 bps, skip this step. 


Managing files from the BootWare menu 
To change the type of a system software image, retrieve files, or delete files, enter 4 in the BootWare 
menu. 


The File Control submenu appears: 
===============================<File CONTROL>=============================== 


|Note:the operating device is flash                                        | 


|<1> Display All File(s)                                                   | 


|<2> Set Image File type                                                   | 
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|<3> Set Bin File type                                                     | 


|<4> Delete File                                                           | 


|<5> Copy File                                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


Table 11 File Control submenu options 


Item Description 
<1> Display All File(s) Display all files. 


<2> Set Image File type Set the type of an .ipe file. 


<3> Set Bin File type Set the type of a .bin file. 


<4> Delete File Delete files. 


<5> Copy File Copy files.  


<0> Exit To Main Menu Return to the BootWare menu. 
 


Displaying all files 
To display all files, enter 1 in the File Control submenu: 
Display all file(s) in flash: 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   4577      Feb/19/2013 13:07:54 N/A    flash:/labtop.cfg               | 


|2   141952    Feb/19/2013 13:07:54 N/A    flash:/labtop.mdb               | 


|3   341547    Feb/20/2013 12:00:15 N/A    flash:/logfile/logfile.log      | 


|4   0         Jul/29/2014 16:32:27 N/A    flash:/test.cfg                 | 


|5   1681      Jul/29/2014 17:34:42 N/A    flash:/vlan.txt                 | 


|6   8299      Jul/29/2014 17:36:00 N/A    flash:/test.txt                 | 


|7   27708416  Jul/31/2014 09:27:30 M      flash:/7500-CMW710-BOOT-test.b| 


|in                                                                        | 


|8   208249856 Jul/31/2014 09:28:27 M      flash:/7500-CMW710-SYSTEM-test| 


|.bin                                                                      | 


|0   Exit                                                                  | 


============================================================================ 


Changing the type of a system software image 
System software image file attributes include main (M) and backup (B). You can store only one main 
image and one backup image on the switch. A system software image can have any combination of 
the M and B attributes. If the file attribute you are assigning has been assigned to an image, the 
assignment removes the attribute from that image. The image is marked as N/A if it has only that 
attribute. 


For example, the file 7500.bin has the M attribute and the file update.bin has the B attribute. After 
you assign the M attribute to update.bin, the type of update.bin changes to M+B and the type of 
7500.bin changes to N/A. 


To change the type of a system software image: 







38 


1. Enter 2 in the File Control submenu. 
'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   27708416  Jul/31/2014 09:27:30 M      flash:/7500-CMW710-BOOT-test.b| 


|in                                                                        | 


|2   208249856 Jul/31/2014 09:28:27 M      flash:/7500-CMW710-SYSTEM-test| 


|.bin                                                                      | 


|0   Exit                                                                  | 


============================================================================ 


Note:Select .bin files. One but only one boot image and system image must 


be included. 


Enter file No.(Allows multiple selection):1 


2. Enter the number of the file you are working with, and press Enter. 
Modify the file attribute: 


============================================================================ 


|<1>+Main                                                                  | 


|<2>+Backup                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-2): 


3. Enter 1 or 2 to set the attribute for the file. 


Deleting files 
When storage space is insufficient, you can delete obsolete files to free up storage space. 


To delete files: 
1. Enter 4 in the File Control submenu. 


Deleting the file in flash: 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


Display all file(s) in flash: 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   4577      Feb/19/2013 13:07:54 N/A    flash:/labtop.cfg               | 


|2   141952    Feb/19/2013 13:07:54 N/A    flash:/labtop.mdb               | 


|3   341547    Feb/20/2013 12:00:15 N/A    flash:/logfile/logfile.log      | 


|4   0         Jul/29/2014 16:32:27 N/A    flash:/test.cfg                 | 


|5   1681      Jul/29/2014 17:34:42 N/A    flash:/vlan.txt                 | 


|6   8299      Jul/29/2014 17:36:00 N/A    flash:/test.txt                 | 


|7   27708416  Jul/31/2014 09:27:30 M      flash:/7500-CMW710-BOOT-test.b| 


|in                                                                        | 


|8   208249856 Jul/31/2014 09:28:27 M      flash:/7500-CMW710-SYSTEM-test| 


|.bin                                                                      | 


|0   Exit                                                                  | 


============================================================================ 


Enter file No.: 


2. Enter the number of the file that you want to delete. 
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3. When the following prompt appears, enter Y. 
The file you selected is flash:/labtop.cfg,Delete it? [Y/N]Y 


Deleting...Done 


Handling software upgrade failures 
If a software upgrade fails, the system runs the old software version. 


To handle a software failure: 
1. Verify that physical ports are correctly connected. 
2. If you are using the console port for file transfer, verify that the HyperTerminal settings 


(including the baud rate and data bits) are correct. 
3. Examine the file transfer settings: 


 If XMODEM is used, make sure you set the same baud rate for the terminal as for the 
console port. 


 If TFTP is used, make sure you enter the same server IP addresses, file name, and working 
directory as set on the TFTP server. 


 If FTP is used, make sure you enter the same FTP server IP address, source file name, 
working directory, and FTP username and password as set on the FTP server. 


4. Verify that the FTP or TFTP server software is running and has correct settings. 
5. Verify that the storage device has sufficient space for the upgrade files. 
6. If the message “Something is wrong with the file” appears, verify that the file is usable. 


 


Appendix C Using BootWare menus 
Accessing the BootWare menu 


The BootWare program is stored in the built-in flash. It consists of one basic segment and one 
extended segment. The basic segment enables the system to complete basic initialization, and the 
extended segment bootstraps the Comware software images. 


Table 12 lists the menus that each segment provides and the major tasks you can perform with these 
menus. You can access these menus only during system startup. 


Table 12 BootWare menus 


BootWare 
segment Menu Tasks Reference 


Basic BASIC-BOOTWARE 


• Modify serial port parameters. 
• Upgrade BootWare. 
• Start the primary or backup 


BootWare extended segment. 


Using the 
BASIC-BOOTWARE 
menu 


Basic BASIC ASSISTANT Perform RAM test. Accessing the BASIC 
ASSISTANT menu 


Extended EXTEND-BOOTWARE 


• Upgrade Comware software. 
• Manage files. 
• Access the system when the 


console login password is lost. 
• Clear user privilege passwords. 


Using the 
EXTEND-BOOTWARE 
menu 
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BootWare 
segment Menu Tasks Reference 


Extended EXTEND-ASSISTANT 
• Examine system memory. 
• Search system memory. 


Using the 
EXTEND-ASSISTANT 
menu 


 


 NOTE: 
Availability of some menu options depends on the password recovery capability state. For more 
information about the feature and its relevant menu options, see "Disabling password recovery 
capability." 
 


BootWare provides the shortcut keys in Table 13. 


Table 13 BootWare shortcut keys 


Shortcut 
key Prompt message Function 


Ctrl+B Press Ctrl+B to access 
EXTENDED-BOOTWARE MENU 


Accesses the EXTEND-BOOTWARE menu 
while the device is starting up. 


Ctrl+C 


Please Start To Transfer File, Press 
<Ctrl+C> To Exit 


Stops the ongoing file transfer and exits the 
current operation interface. 


Info: Press Ctrl+C to abort or return to 
EXTEND-ASSISTANT MENU 


Returns to the EXTEND-ASSISTANT menu. 
If the system is outputting the result of an 
operation, this shortcut key combination 
aborts the display first. 


Ctrl+D 
Press Ctrl+D to access BASIC-BOOTWARE 
MENU Accesses the BASIC-BOOTWARE menu. 


Ctrl+D = Quit Exits the parameter settings menu. 


Ctrl+E Memory Test(press Ctrl+C to skip it,press 
Ctrl+E to ECHO INFO) Displays the test process. 


Ctrl+F Ctrl+F: Format File System Formats the current storage medium. 


Ctrl+T Press Ctrl+T to start memory test Starts a RAM test before the extended 
BootWare segment starts to run. 


Ctrl+U Access BASIC ASSISTANT MENU Accesses the BASIC ASSISTANT menu from 
the BASIC-BOOTWARE menu. 


Ctrl+V Press Ctrl+V to start heavy memory test Performs a memory pressure test. 


Ctrl+Z Ctrl+Z: Access EXTEND ASSISTANT MENU Accesses the EXTEND-ASSISTANT menu 
from the EXTEND-BOOTWARE menu. 


 


Using the BASIC-BOOTWARE menu 
To access the BASIC-BOOTWARE menu: 
1. Power on the device. 
2. Press Ctrl + D within 4 seconds after the "Press Ctrl+D to access BASIC-BOOTWARE MENU" 


prompt message appears. If you fail to do this within the time limit, the system starts to run the 
extended BootWare segment. 
======================<BASIC-BOOTWARE MENU(Ver 1.10)>======================= 


|<1> Modify Serial Interface Parameter                                     | 


|<2> Update Extend BootWare                                                | 







41 


|<3> Update Full BootWare                                                  | 


|<4> Boot Extend BootWare                                                  | 


|<5> Boot Backup Extend BootWare                                           | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+U: Access BASIC ASSISTANT MENU 


Enter your choice(0-5): 


Table 14 BASIC-BOOTWARE menu options 


Option Task 


<1> Modify Serial Interface Parameter 
Change the baud rate of the console port. 
Perform this task before downloading an image through the 
console port for software upgrade. 


<2> Update Extend BootWare 
Update the extended BootWare segment. 
If the corrupted extended segment has corrupted, choose 
this option to repair it. 


<3> Update Full BootWare Update the entire BootWare, including the basic segment 
and the extended segment. 


<4> Boot Extend BootWare Run the primary extended BootWare segment. 


<5> Boot Backup Extend BootWare Run the backup extended BootWare segment. 


<0> Reboot Reboot the device. 


Ctrl+U: Access BASIC ASSISTANT MENU Press Ctrl + U to access the BASIC ASSISTANT menu.  
 


Modifying serial port parameters 
When using the console port to access the system, make sure the port parameters are consistent 
with the serial port settings on the configuration terminal, including the baud rate, data bits, parity 
check, stop bits, flow control, and emulation. If the settings are inconsistent, communication will fail. 


With BootWare, you can change the baud rate. HPE recommends that you change the default baud 
rate (9600 bps) to a higher baud rate for faster file transfer before downloading a Comware image file 
with XMODEM through the console port. 


To change the baud rate of the console port: 
1. Enter 1 in the BASIC-BOOTWARE menu. 


Enter your choice(0-5): 1 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 


2. Enter the number that represents the baud rate you want to choose. For example, enter 5 to set 
the baud rate to 115200 bps. 
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 NOTE: 
The baud rate change is a one-time operation. The baud rate will restore to the default (9600 bps) at 
reboot. To set up a console session with the device after a reboot, you must change the baud rate 
setting on the configuration terminal back to 9600 bps. 
 


Updating the extended BootWare segment 
If the extended BootWare segment has been corrupted, enter 2 in the BASIC-BOOTWARE menu to 
update it. 
Enter your choice(0-5): 2 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Updating the entire BootWare 
To update the entire BootWare, enter 3 in the BASIC-BOOTWARE menu. 
Enter your choice(0-5): 3 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Running the primary extended BootWare segment 
To bootstrap the Comware images with the primary extended BootWare segment, enter 4 in the 
BASIC-BOOTWARE menu. 
Enter your choice(0-5): 4 


Booting Normal Extend BootWare. 


The Extend BootWare is self-decompressing................................... 


.......Done! 


 


 


**************************************************************************** 


*                                                                          * 


*                         BootWare, Version 1.12                           * 


*                                                                          * 


**************************************************************************** 


Compiled Date         : May 12 2015 


CPU Type              : XLP208 


CPU Clock Speed       : 1000MHz 


Memory Type           : DDR3 SDRAM 


Memory Size           : 4096MB 


Memory Speed          : 667MHz 


BootWare Size         : 1536KB 


Flash Size            : 4MB 


BASIC CPLD Version    : 001 


EXTENDED CPLD Version : 001 


PCB Version           : Ver.A 


 


BootWare Validating... 


Press Ctrl+B to enter extended boot menu... 


 


Password recovery capability is enabled. 


Note: The current operating device is flash 
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Enter < Storage Device Operation > to select device. 


Running the backup extended BootWare segment 
To bootstrap the Comware images with the backup extended BootWare segment, enter 5 in the 
BASIC-BOOTWARE menu. For information about backing up the extended BootWare segment, see 
"Managing the BootWare image." 
Enter your choice(0-5): 5 


Booting Backup Extend BootWare 


The Extend BootWare is self-decompressing................ 


Done! 


Accessing the BASIC ASSISTANT menu 
To access the BASIC ASSISTANT BOOTWARE menu, press Ctrl+U while you are in the 
BASIC-BOOTWARE menu.  
===========================<BASIC ASSISTANT MENU>=========================== 


|<1> RAM Test                                                              | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-1): 


Table 15 BASIC ASSISTANT menu 


Option Task 


<1> RAM Test Perform a RAM test. 


<0> Exit to Main Menu Return to the BASIC-BOOTWARE menu. 
 


To perform a RAM test, press Ctrl+T within 4 seconds after the prompt message "Press Ctrl+T to 
start memory test" appears. 


To perform a RAM pressure test, press Ctrl+V within 4 seconds after the prompt message "Press 
Ctrl+V to start heavy memory test" appears. 


If a RAM test is required, do that under the guidance of an HP technical support engineer. 


Using the EXTEND-BOOTWARE menu 
To access the EXTEND-BOOTWARE menu: 
1. Reboot the device or run the primary or backup extended BootWare segment from the 


BASIC-BOOTWARE menu. 
2. Press Ctrl+B within 5 seconds after the "Press Ctrl+B to access EXTENDED-BOOTWARE 


MENU..." prompt message appears. If you fail to do this, the system starts decompressing the 
Comware software file. 
Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


3. Press Enter at the prompt for password. 
The EXTEND-BOOTWARE menu appears. 
===========================<EXTEND-BOOTWARE MENU>=========================== 


|<1> Boot System                                                           | 


|<2> Enter Serial SubMenu                                                  | 
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|<3> Enter Ethernet SubMenu                                                | 


|<4> File Control                                                          | 


|<5> Restore to Factory Default Configuration                              | 


|<6> Skip Current System Configuration                                     | 


|<7> BootWare Operation Menu                                               | 


|<8> Skip Authentication for Console Login                                 | 


|<9> Storage Device Operation                                              | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+Z: Access EXTEND ASSISTANT MENU 


Ctrl+F: Format File System 


Enter your choice(0-9): 


Availability of some options in this menu depends on the password recovery capability state 
(displayed on top of the EXTEND-BOOTWARE menu). For more information about the feature, 
see "Disabling password recovery capability." 


Table 16 EXTEND-BOOTWARE menu options 


Option Tasks Reference 


<1> Boot System 


Run the Comware software 
without rebooting the device. 
Choose this option after 
completing operations in the 
EXTEND-BOOTWARE menu. 


N/A 


<2> Enter Serial SubMenu 
Download files with XMODEM and 
upgrade Comware software 
through the console port. 


Upgrading Comware software 
through the console port 


<3> Enter Ethernet SubMenu 


Download files with FTP or TFTP 
and upgrade Comware software 
through the management Ethernet 
interface. 


 


<4> File Control 


• Display files on the current 
storage medium. 


• Set a Comware image file as 
the main or backup startup 
software image. 


• Delete files to free storage 
space. 


 


<5> Restore to Factory Default 
Configuration 


Restore the factory-default 
configuration. 
This option is available only if 
password recovery capability is 
disabled. 


Restoring the factory-default 
configuration 


<6> Skip Current System 
Configuration 


Start the device with the 
factory-default configuration 
without loading any configuration 
file. 
This is a one-time operation and 
takes effect only for the first 
system boot or reboot after you 
choose this option. 
This option is available only if 
password recovery capability is 
enabled. 


Starting up without loading the 
configuration file 
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Option Tasks Reference 


<7> BootWare Operation Menu Back up, recover, and upgrade the 
BootWare image. Managing the BootWare image 


<8> Skip Authentication for 
Console Login 


Skip console login authentication. 
This option is available only if 
password recovery capability is 
enabled. 


Skipping console login 
authentication 


<9> Storage Device Operation 


Set the storage medium from 
which the device will start up. 
Set the storage medium where file 
operations are performed. This 
storage medium is referred to as 
the "current storage medium" in 
this chapter. 


Managing storage media 


<0> Reboot Reboot the device. N/A 
 


Disabling password recovery capability 
Password recovery capability controls console user access to the device configuration and SDRAM 
from BootWare menus. 


If password recovery capability is enabled, console users can do the following: 
• If console users forget their user privilege level passwords, they can skip the current 


configuration file to configure new passwords. 
• If console users forget their console login passwords, they can skip login authentication or the 


current configuration file to configure new passwords. 


If password recovery capability is disabled, console users must restore the factory-default 
configuration before they can configure new passwords. Restoring the factory-default configuration 
deletes the next-startup configuration files. 


To enhance system security, disable password recovery capability. 


To disable password recovery capability: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Disable password recovery 
capability. undo password-recovery enable Enabled by default. 


 


 NOTE: 
To avoid version compatibility problems, use compatible Comware software and BootWare. 
 


Running the Comware software 
To run the Comware software after completing all operations, enter 1 in the EXTEND-BOOTWARE 
menu. 
Enter your choice(0-9): 1 


Loading file flash:/10500-CMW710-SYSTEM-R7178.bin....................... 


............................................................................ 


............................................................................ 
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............................................................................ 


............................................................................ 


............................................................................ 


...................................................Done. 


Loading file flash:/7500-CMW710-BOOT-R7178.bin......................... 


............................................................................ 


...........................................Done. 


 


Image file flash:/7500-CMW710-BOOT-R7178.bin is self-decompressing..... 


............................................................................ 


...............Done. 


System image is starting... 


 


Waiting for StackBoard to insert, this process may occupy time up to 300 seconds 


. 


 


STM Init Start. 


User interface aux1/1 is available. 


 


Press ENTER to get started. 


Upgrading Comware software through the console port 
You can upgrade the Comware software through the console port or modify the baud rate of the 
console port from the Serial submenu. 


To upgrade Comware software through the console port from the Serial submenu: 
1. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu. 


Enter your choice(0-9): 2 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 17 Serial submenu options 


Option Tasks 


<1> Download Image Program To 
SDRAM And Run 


Load and run a Comware software image in SDRAM. 
If password recovery capability is disabled, this option is not 
available. 


<2> Update Main Image File 


Download a Comware software image to the current storage 
medium as the main image (the file attribute is set to M). 
If a main system image already exists, the M file attribute of the 
original image is removed. 
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Option Tasks 


<3> Update Backup Image File 


Download a Comware software image to the current storage 
medium as the backup image (the file attribute is set to B). 
If a backup system image already exists, the B file attribute of the 
original image is removed. 


<4> Modify Serial Interface 
Parameter 


Change the baud rate of the console port. 
The baud rate change is a one-time operation. The baud rate will 
restore to the default (9600 bps) at reboot. To set up a console 
session with the device after a reboot, you must change the baud 
rate setting on the configuration terminal to 9600 bps. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 
 


 NOTE: 
To set the current storage medium, see "Managing storage media." 
 


2. Enter 4 in the serial submenu to change the baud rate.  
===============================<BAUDRATE SET>============================= 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


========================================================================== 


Enter your choice(0-5):5 


3. Enter an appropriate baud rate option. For example, enter 5 to select 115200 bps. 
HPE recommends that you change the default baud rate (9600 bps) to a higher baud rate for 
faster file transfer before downloading a Comware software image with XMODEM through the 
console port. 


4. Enter 0 to return to the Serial submenu. 
5. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, 


enter 2. 
===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


6. On the configuration terminal, configure the communication settings and transfer the upgrade 
file.  
In this example, when the file transfer is complete, the system sets the file as the main 
Comware software image. The following is the sample output: 
Loading................................................................... 
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.......................................................................... 


.......................................................................... 


..................................Done! 


77979456 bytes downloaded! 


Updating File flash:/test.bin.............................................. 


.......................................................................... 


.......................................................................... 


............................................... 


..Done! 


7. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu. 
8. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software. 
 


Restoring the factory-default configuration 
 


 CAUTION: 
Performing this task can cause all next-startup configuration files to be permanently deleted. 
 


To restore the factory-default configuration from the EXTEND-BOOTWARE menu, make sure 
password recovery capability is disabled. If the capability is enabled, you cannot perform the task.  


Disabling password recovery capability can protect your system from unauthorized console access 
to configuration. However, if you have only console access to the system but you have lost the 
console login password, you can only access the system after restoring the factory-default 
configuration. 


To enable the system to start up with the factory-default configuration instead of a next-startup 
configuration file: 
1. Enter 5 in the EXTEND-BOOTWARE menu. 


Enter your choice(0-9):5 


2. Follow the system instruction to complete the task.  
 If password recovery capability is enabled, first disable the capability from the CLI, and then 


reboot the device to access the EXTEND-BOOTWARE menu. 
Password recovery capability is enabled. To perform this operation, first 


disable the password recovery capability using the undo password-recovery 


enable command in CLI. 


 If password recovery capability is disabled, enter Y at the prompt to complete the task. 
Because the password recovery capability is disabled, this operation can 


cause the configuration files to be deleted, and the system will start up 


with factory defaults. Are you sure to continue?[Y/N]Y 


Setting...Done. 


Starting up without loading the configuration file 
You can perform this task only if password recovery capability is enabled. 


To ignore all configuration files and start up with the factory-default configuration, enter 6 in the 
EXTEND-BOOTWARE menu. This is a one-time operation, which takes effect only for the first 
system boot or reboot (option 1 or option 0 in the EXTEND-BOOTWARE menu). You use this option 
when you forget the console login password. 


Enter your choice(0-9): 6 
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Flag Set Success. 


Managing the BootWare image 
You can use BootWare Operation menu to back up, recover, and upgrade the BootWare image.  


To access the BootWare Operation menu, enter 7 in the EXTEND-BOOTWARE menu. 
Enter your choice(0-9): 7 


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is flash                                        | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full BootWare                                                 | 


|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 18 BootWare Operation menu options 


Option Tasks 


<1> Backup Full BootWare 
Back up the entire BootWare image. When the BootWare 
image is corrupted, you could use the backup image for 
recovery. 


<2> Restore Full BootWare 
Recover the entire BootWare image. 
If the BootWare image has been corrupted, you can use a 
backup BootWare image to recover it. 


<3> Update BootWare By Serial Update the BootWare from the console port. 


<4> Update BootWare By Ethernet Update the BootWare from an Ethernet port. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu.  
 


Skipping console login authentication 
 


 IMPORTANT: 
• To perform this task, make sure password recovery capability is enabled. If the capability is 


disabled, you cannot perform this task. 
• Skipping console login authentication applies only to console login users. 
• Skipping console login authentication is a one-time operation. It takes effective only for the first 


system boot or reboot (option 1 and option 0 in the EXTEND-BOOTWARE menu) after you 
perform the operation. If you do not configure a new login password, the original setting 
continues to take effect for the subsequent reboot. 


 


If you cannot remember the console login password, enter 8 in the EXTEND-BOOTWARE menu so 
you can log in to the device through the console port without login authentication. 
Enter your choice(0-9): 8 


Clear Image Password Success! 
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Managing storage media 
To get information about available storage media, and set the storage medium you want to use for 
file operations, enter 9 in the EXTEND-BOOTWARE menu. 
Enter your choice(0-9): 9 


The following DEVICE CONTROL menu appears: 
==============================<DEVICE CONTROL>============================== 


|<1> Display All Available Nonvolatile Storage Device(s)                   | 


|<2> Set The Operating Device                                              | 


|<3> Set The Default Boot Device                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-3): 


Table 19 DEVICE CONTROL menu options 


Option Task 


<1> Display All Available Nonvolatile Storage Device(s) Display all available storage media. 


<2> Set The Operating Device 
Set the current storage medium. All file 
operations performed using BootWare menus 
are performed on the current storage medium. 


<3> Set The Default Boot Device Set the default storage medium from which the 
system will start up. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 
 


Using the EXTEND-ASSISTANT menu 
In the EXTEND-BOOTWARE menu, press Ctrl+Z to access the EXTEND-ASSISTANT menu. 
==========================<EXTEND-ASSISTANT MENU>=========================== 


|<1> Display Memory                                                        | 


|<2> Search Memory                                                         | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-2): 


Formatting the file system 
 


 CAUTION: 
Formatting the file system of a storage medium can cause the loss of all files. 
 


To format the file system of the current storage medium: 
1. Press Ctrl + F while you are in the EXTEND-BOOTWARE menu.  
2. Enter Y when the prompt for confirmation appears.  


Warning:All files on flash will be lost! Are you sure to format? [Y/N]y 
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Handling upgrade failures 
If an upgrade failure occurs, the switch operates using the original version. 


To handle upgrade failure: 
1. Check that physical ports are correctly connected. 
2. Check that the HyperTerminal settings are correct. 
3. Check the HyperTerminal output for errors.  


The following shows some possible errors.  
 You have selected a baud rate other than 9600 bps, but did not set to the corresponding 


baud rate on HyperTerminal. 
 You typed an incorrect TFTP server IP address, filename, or directory. 
 You typed an incorrect FTP server IP address, filename, file directory, FTP username, or 


password. 
4. Verify that FTP or TFTP server software is running and has correct settings.  
5. Verify that the flash has enough memory to store the downloaded files. 
6. Verify that the versions of Comware software and BootWare are correct. For the compatibility 


between the Comware software and BootWare, see the hardware and software compatibility 
matrix in Release Notes. 


7. Verify that the BootWare image is applicable to the target cards.  
8. If a message “Something is wrong with the file” appears, check that the file is usable.  
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7500-CMW710-R7179 
This release has the following changes: 
• New feature: Transparent transmission of unknown multicast frames on ONUs 
• New feature: VXLAN support for OVSDB VTEP 
• New feature: Configuring NetStream sampling 
• New feature: Configuring IPv6 NetStream sampling 
• New feature: Sampler 
• New feature: Fan tray electronic label display 
• New feature: Service module load sharing mode setting 
• Modified feature: Default size of the TCP receive and send buffer 
• Modified feature: Copyright information 
• Modified feature: Configuring errored symbol event detection on the local end 
• Modified feature: Specifying ECDSA algorithms with different public key lengths 
• Modified feature: 802.1X and MAC authentication CoA redirect URL assignment 


New feature: Transparent transmission of unknown 
multicast frames on ONUs 


Enabling transparent transmission for an unknown multicast MAC 
address on an ONU 


By default, an ONU drops unknown multicast frames. This feature enables the ONU to flood frames 
destined for specific unknown multicast MAC addresses. 


If a multicast source is in the customer network connected to a UNI, enable transparent transmission 
for the corresponding multicast MAC address for the other UNIs on the ONU to receive the multicast 
frames. 


To enable transparent transmission for an unknown multicast MAC address on an ONU: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Enter ONU port view. interface onu interface-number N/A 


3. Enable transparent 
transmission for an 
unknown multicast MAC 
address. 


onu protocol 
transparent-multicast dest-mac 
mac-address 


By default, transparent 
transmission is disabled for 
unknown multicast frames. 


 


Command reference 


onu protocol transparent-multicast dest-mac 


Use onu protocol transparent-multicast dest-mac to enable transparent transmission for an 
unknown multicast MAC address. 
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Use undo onu protocol transparent-multicast dest-mac to disable transparent transmission for 
an unknown multicast MAC address. 


Syntax 
onu protocol transparent-multicast dest-mac mac-address 


undo onu protocol transparent-multicast dest-mac mac-address 


Default 
Transparent transmission is disabled for unknown multicast frames. 


Views 
ONU port view 


Predefined user roles 
network-admin 


Parameters 
mac-address: Specifies a multicast MAC address. In the current software version, you can specify 
only 0100-ffff-ffff for a registered ONU. 


Examples 
# Enable transparent transmission for unknown multicast MAC address 0100-ffff-ffff. 
<Sysname> system-view 


[Sysname] interface onu 3/0/1:1 


[Sysname-Onu3/0/1:1] onu protocol transparent-multicast dest-mac 0100-ffff-ffff  


New feature: VXLAN support for OVSDB VTEP 


Overview 
A network virtualization controller (NVC) can use the Open vSwitch Database (OVSDB) 
management protocol to deploy and manage VXLANs on VTEPs. To work with an NVC, you must 
configure the VTEP as an OVSDB VTEP. 


Protocols and standards 
RFC 7047, The Open vSwitch Database Management Protocol 


OVSDB configuration task list 


Tasks at a glance 
(Required.) Establishing an OVSDB connection with a controller: 
• Establishing an active SSL connection to a controller 
• Listening for SSL connection requests from controllers 
• Establishing an active TCP connection to a controller 
• Listening for TCP connection requests from controllers 


(Required.) Enabling the OVSDB server 


(Required.) Enabling VTEP mode 


(Required.) Specifying a global source address for VXLAN tunnels 


(Required.) Specifying a VTEP access port 
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Tasks at a glance 
(Optional.) Disabling source MAC check 


 


Configuration prerequisites 
Before you configure the VTEP as an OVSDB VTEP, enable L2VPN by using the l2vpn enable 
command. For more information, see MPLS L2VPN commands in MPLS Command Reference. 


Establishing an OVSDB connection with a controller 
The device supports the following types of OVSDB connections: 
• Active SSL connection—The device initiates an SSL connection to the controller. 
• Passive SSL connection—The device accepts the SSL connection from the controller. 
• Active TCP connection—The device initiates a TCP connection to the controller. 
• Passive TCP connection—The device accepts the TCP connection from the controller. 
 


 NOTE: 
You must specify the same key file, certificate file, and CA certificate file for all active and passive 
SSL connection. 
 


Establishing an active SSL connection to a controller 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Specify a key file for SSL. ovsdb server private-key 
key-filename By default, no key file is specified.


3. Specify a certificate file for 
SSL. 


ovsdb server certificate 
cert-filename 


By default, no certificate file is 
specified. 


4. Specify a CA certificate file 
for SSL. 


ovsdb server ca-certificate 
ca-filename [ bootstrap ] 


By default, no CA certificate file is 
specified. 


5. Establish an active SSL 
connection to a controller. 


ovsdb server ssl ipv4-address 
port port-number 


By default, the device does not 
have active OVSDB SSL 
connections. 
You can establish active OVSDB 
SSL connections to a maximum of 
eight controllers. 


 


Listening for SSL connection requests from controllers 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Specify a key file for SSL. ovsdb server private-key 
key-filename By default, no key file is specified.


3. Specify a certificate file for 
SSL.  


ovsdb server certificate 
cert-filename 


By default, no certificate file is 
specified. 


4. Specify a CA certificate file ovsdb server ca-certificate By default, no CA certificate file is 
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Step Command Remarks 
for SSL. ca-filename [ bootstrap ] specified. 


5. Enable the device to listen 
for SSL connection requests. 


ovsdb server pssl port 
[ port-number ] 


By default, the device does not 
listen for SSL connection 
requests. 
You can specify only one port to 
listen for OVSDB SSL connection 
requests. 


 


Establishing an active TCP connection to a controller 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Establish an active TCP 
connection to a controller. 


ovsdb server tcp ipv4-address 
port port-number 


By default, the device does not 
have active OVSDB TCP 
connections. 
You can establish active OVSDB 
TCP connections to a maximum of 
eight controllers. 


 


Listening for TCP connection requests from controllers 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Enable the device to listen 
for TCP connection requests. 


ovsdb server ptcp port 
[ port-number ] 


By default, the device does not 
listen for TCP connection 
requests. 
You can specify only one port to 
listen for OVSDB TCP connection 
requests. 


 


Enabling the OVSDB server 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Enable the OVSDB server. ovsdb server enable 


By default, the OVSDB server is 
disabled. 
Before you enable the OVSDB 
server, establish an OVSDB 
connection with a minimum of one 
controller. 


 


Enabling VTEP mode 
To exchange information with the controller for VXLAN configuration, you must enable VTEP mode 
on the device. 


To enable VTEP mode: 
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Step Command Remarks 
1. Enter system view. system-view N/A 


2. Enable VTEP mode. vtep enable By default, VTEP mode is 
disabled. 


 


Specifying a global source address for VXLAN tunnels 


 IMPORTANT: 
For correct VXLAN deployment and VTEP management, do not manually specify tunnel-specific 
source addresses for VXLAN tunnels if OVSDB is used. 
 


The VTEP reports the global VXLAN tunnel source address to the controller for VXLAN tunnel setup. 


To specify a global source address for VXLAN tunnels: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Specify a global source 
address for VXLAN tunnels. 


tunnel global source-address 
source-address 


By default, no global source 
address is specified for VXLAN 
tunnels. 


 


Specifying a VTEP access port 
For the controller to manage a site-facing interface, you must specify the interface as a VTEP access 
port. 


To specify a VTEP access port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter interface view. 


• Enter Layer 2 Ethernet interface view:
interface interface-type 
interface-number 


• Enter Layer 2 aggregate interface 
view: 
interface bridge-aggregation 
interface-number 


N/A 


3. Specify the interface as a 
VTEP access port. vtep access port By default, an interface is not 


a VTEP access port. 
 


Disabling source MAC check 
If the VTEP is an IRF fabric, you must disable source MAC check on all IRF ports. 


Source MAC check drops an incoming frame if the frame meets both of the following conditions: 
• The source MAC address of the frame matches a static MAC address entry. 
• The incoming interface of the frame is different from the outgoing interface in the entry. 


If source MAC check is disabled, the device forwards a frame, whether or not the frame meets these 
conditions. 
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To disable source MAC check: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter interface view. 


• Enter Layer 2 Ethernet interface view:
interface interface-type 
interface-number 


• Enter Layer 2 aggregate interface 
view: 
interface bridge-aggregation 
interface-number 


• Enter Layer 3 Ethernet interface or 
subinterface view: 
interface interface-type 
{ interface-number | 
interface-number.subnumber } 


• Enter Layer 3 aggregate interface or 
subinterface view: 
interface route-aggregation 
{ interface-number | 
interface-number.subnumber } 


N/A 


3. Disable source MAC 
check. 


undo mac-address static 
source-check enable 


By default, source MAC check 
is enabled. 
For more information about 
this command, see MAC 
address table commands in 
Layer 2—LAN Switching 
Command Reference. 


 


OVSDB VTEP configuration example 


Network requirements 


As shown in Figure 1, configure the controller to deploy unicast-mode VXLAN 10 to Switch A, Switch 
B, and Switch C to provide Layer 2 connectivity for the VMs across the network sites. 


Figure 1 Network diagram 
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Configuration procedure 


1. Configure IP addresses and unicast routing settings: 
# Assign IP addresses to interfaces, as shown in Figure 1. (Details not shown.) 
# Configure OSPF on all transport network switches (Switches A through D). (Details not 
shown.) 


2. Configure Switch A: 
# Enable L2VPN. 
<SwitchA> system-view 


[SwitchA] l2vpn enable 


# Establish an active SSL connection to the controller, and enable the OVSDB server. 
[SwitchA] ovsdb server private-key flash:/ovsclient-privkey.pem 


[SwitchA] ovsdb server certificate flash:/ovsclient-cert.pem 


[SwitchA] ovsdb server ca-certificate flash:/vswitchd.cacert bootstrap 


[SwitchA] ovsdb server ssl 10.0.2.15 port 6632 


[SwitchA] ovsdb server enable 


# Enable VTEP mode. 
[SwitchA] vtep enable 


# Assign an IP address to Loopback 0. Specify the IP address as the global source address for 
VXLAN tunnels. 
[SwitchA] interface loopback0 


[SwitchA-LoopBack0] ip address 1.1.1.1 255.255.255.255 


[SwitchA-LoopBack0] quit 


[SwitchA] tunnel global source-address 1.1.1.1 


# Specify the site-facing interface Ten-GigabitEthernet 1/0/1 as a VTEP access port. 
[SwitchA] interface ten-gigabitethernet 1/0/1 


[SwitchA-Ten-GigabitEthernet1/0/1] vtep access port 


[SwitchA-Ten-GigabitEthernet1/0/1] quit 


3. Configure Switch B: 
# Enable L2VPN. 
<SwitchB> system-view 


[SwitchB] l2vpn enable 


# Establish an active SSL connection to the controller, and enable the OVSDB server. 
[SwitchB] ovsdb server private-key flash:/ovsclient-privkey.pem 


[SwitchB] ovsdb server certificate flash:/ovsclient-cert.pem 


[SwitchB] ovsdb server ca-certificate flash:/vswitchd.cacert bootstrap 


[SwitchB] ovsdb server ssl 10.0.2.15 port 6632 


[SwitchB] ovsdb server enable 


# Enable VTEP mode. 
[SwitchB] vtep enable 


# Assign an IP address to Loopback 0. Specify the IP address as the global source address for 
VXLAN tunnels. 
[SwitchB] interface loopback0 


[SwitchB-LoopBack0] ip address 2.2.2.2 255.255.255.255 


[SwitchB-LoopBack0] quit 


[SwitchB] tunnel global source-address 2.2.2.2 


# Specify the site-facing interface Ten-GigabitEthernet 1/0/1 as a VTEP access port. 
[SwitchB] interface ten-gigabitethernet 1/0/1 
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[SwitchB-Ten-GigabitEthernet1/0/1] vtep access port 


[SwitchB-Ten-GigabitEthernet1/0/1] quit 


4. Configure Switch C: 
# Enable L2VPN. 
<SwitchC> system-view 


[SwitchC] l2vpn enable 


# Establish an active SSL connection to the controller, and enable the OVSDB server. 
[SwitchC] ovsdb server private-key flash:/ovsclient-privkey.pem 


[SwitchC] ovsdb server certificate flash:/ovsclient-cert.pem 


[SwitchC] ovsdb server ca-certificate flash:/vswitchd.cacert bootstrap 


[SwitchC] ovsdb server ssl 10.0.2.15 port 6632 


[SwitchC] ovsdb server enable 


# Enable VTEP mode. 
[SwitchC] vtep enable 


# Assign an IP address to Loopback 0. Specify the IP address as the global source address for 
VXLAN tunnels. 
[SwitchC] interface loopback0 


[SwitchC-LoopBack0] ip address 3.3.3.3 255.255.255.255 


[SwitchC-LoopBack0] quit 


[SwitchC] tunnel global source-address 3.3.3.3 


# Specify the site-facing interface Ten-GigabitEthernet 1/0/1 as a VTEP access port. 
[SwitchC] interface ten-gigabitethernet 1/0/1 


[SwitchC-Ten-GigabitEthernet1/0/1] vtep access port 


[SwitchC-Ten-GigabitEthernet1/0/1] quit 


5. Configure VXLAN settings on the controller. (Details not shown.) 


Verifying the configuration 


1. Verify the VXLAN settings on the VTEPs. This example uses Switch A. 
# Verify that the VXLAN tunnel interfaces on the VTEP are up. 
[SwitchA] display interface tunnel 1 


Tunnel1 


Current state: UP 


Line protocol state: UP 


Description: Tunnel1 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 1464 


Internet protocol processing: disabled 


Last clearing of counters: Never 


Tunnel source 1.1.1.1, destination 2.2.2.2 


Tunnel protocol/transport UDP_VXLAN/IP 


# Verify that the VXLAN tunnels have been assigned to the VXLAN. 
[SwitchA] display l2vpn vsi verbose 


VSI Name: evpn2014 


  VSI Index               : 0 


  VSI State               : Up 


  MTU                     : 1500 


  Bandwidth               : - 
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  Broadcast Restrain      : - 


  Multicast Restrain      : - 


  Unknown Unicast Restrain: - 


  MAC Learning            : Enabled 


  MAC Table Limit         : - 


  Drop Unknown            : - 


  Flooding                : Enabled 


  Statistics              : Disabled 


  VXLAN ID                : 10 


  Tunnels: 


    Tunnel Name          Link ID    State  Type        Flooding proxy 


    Tunnel1              0x5000001  Up     Manual      Disabled 


    Tunnel2              0x5000002  Up     Manual      Disabled 


  ACs: 


    AC                               Link ID    State 


    XGE1/0/1 srv2                    0          Up 


# Verify that the VTEP has learned the MAC addresses of remote VMs. 
<SwitchA> display l2vpn mac-address 


MAC Address      State    VSI Name                        Link ID/Name  Aging 


cc3e-5f9c-6cdb   Dynamic  evpn2014                        Tunnel1       Aging 


cc3e-5f9c-23dc   Dynamic  evpn2014                        Tunnel2       Aging 


--- 2 mac address(es) found  --- 


2. Verify that VM 1, VM 2, and VM 3 can ping each other. (Details not shown.) 


Command reference 


ovsdb server ca-certificate 


Use ovsdb server ca-certificate to specify a CA certificate file for SSL. 


Use undo ovsdb server ca-certificate to remove the CA certificate file setting for SSL. 


Syntax 
ovsdb server ca-certificate ca-filename [ bootstrap ] 


undo ovsdb server ca-certificate 


Default 
No CA certificate file is specified. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
ca-filename: Specifies the CA certificate file name, a case-insensitive string. The file name cannot 
contain the slot string. 


bootstrap: Obtains a CA certificate file from the controller if the specified CA certificate file does not 
exist. The obtained file will be stored under the path specified for the ca-filename argument. 







10 


Usage guidelines 
You must specify a CA certificate file for establishing active or passive OVSDB SSL connections. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Specify a CA certificate file for SSL. 
<Sysname> system-view 


[Sysname] ovsdb server ca-certificate flash:/vswitchd.cacert bootstrap 


ovsdb server certificate 


Use ovsdb server certificate to specify a certificate file for SSL. 


Use undo ovsdb server certificate to remove the certificate file setting for SSL. 


Syntax 
ovsdb server certificate cert-filename 


undo ovsdb server certificate 


Default 
No certificate file is specified. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
cert-filename: Specifies the certificate file name, a case-insensitive string. The file name cannot 
contain the slot string. 


Usage guidelines 
You must specify a certificate file for establishing active or passive OVSDB SSL connections. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Specify a certificate file for SSL. 
<Sysname> system-view 


[Sysname] ovsdb server certificate flash:/ovsclient-cert.pem 


ovsdb server enable 


Use ovsdb server enable to enable the OVSDB server. 


Use undo ovsdb server enable to disable the OVSDB server. 


Syntax 
ovsdb server enable 


undo ovsdb server enable 


Default 
The OVSDB server is disabled. 
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Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Usage guidelines 
Before you enable the OVSDB server, you must establish an OVSDB SSL or TCP connection with a 
minimum of one controller. 


Examples 
# Enable the OVSDB server. 
<Sysname> system-view 


[Sysname] ovsdb server enable 


ovsdb server private-key 


Use ovsdb server private-key to specify a key file for SSL. 


Use undo ovsdb private-key to remove the key file setting for SSL. 


Syntax 
ovsdb server private-key key-filename 


undo ovsdb server private-key 


Default 
No key file is specified. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
key-filename: Specifies the key file name, a case-insensitive string. The file name cannot contain the 
slot string. 


Usage guidelines 
You must specify a key file for establishing active or passive OVSDB SSL connections. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Specify a key file for SSL. 
<Sysname> system-view 


[Sysname] ovsdb server private-key flash:/ovsclient-privkey.pem 


ovsdb server pssl 


Use ovsdb server pssl to enable the device to listen for OVSDB SSL connection requests. 


Use undo ovsdb server pssl to disable the device to listen for OVSDB SSL connection requests. 
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Syntax 
ovsdb server pssl port [ port-number ] 


undo ovsdb server pssl 


Default 
The device does not listen for OVSDB SSL connection requests. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
port-number: Specifies a port on which the device listens for OVSDB SSL connection requests. The 
value range for the port-number argument is 1 to 65535. If you do not specify a port, the device uses 
the default port number 6640. 


Usage guidelines 
The device can listen for OVSDB SSL connection requests on only one port. If you execute this 
command multiple times, the most recent configuration takes effect. 


Before you use this command, specify a key file, certificate file, and CA certificate file for SSL. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Enable the device to listen for OVSDB SSL connection requests on port 6632. 
<Sysname> system-view 


[Sysname] ovsdb server pssl port 6632 


ovsdb server ptcp 


Use ovsdb server ptcp to enable the device to listen for OVSDB TCP connection requests. 


Use undo ovsdb server ptcp to disable the device to listen for OVSDB TCP connection requests. 


Syntax 
ovsdb server ptcp port [ port-number ] 


undo ovsdb server ptcp 


Default 
The device does not listen for TCP connection requests. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
port-number: Specifies a port on which the device listens for TCP connection requests. The value 
range for the port-number argument is 1 to 65535. If you do not specify a port, the device uses the 
default port number 6640. 
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Usage guidelines 
The device can listen for TCP connection requests on only one port. If you execute this command 
multiple times, the most recent configuration takes effect. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Enable the device to listen for TCP connection requests on port 6632. 
<Sysname> system-view 


[Sysname] ovsdb server ptcp port 6632 


ovsdb server ssl 


Use ovsdb server ssl to establish an active OVSDB SSL connection to a controller. 


Use undo ovsdb server ssl to remove the OVSDB SSL connection to a controller. 


Syntax 
ovsdb server ssl ipv4-address port port-number 


undo ovsdb server ssl ipv4-address port port-number 


Default 
The device does not have active SSL connections. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
ssl ipv4-address: Specifies the destination IPv4 address for the SSL connection. 


port port-number: Specifies the destination port for the SSL connection. The value range for the 
port-number argument is 1 to 65535.  


Usage guidelines 
Before you use this command, specify a key file, certificate file, and CA certificate file for SSL. 


The device can have a maximum of eight active SSL connections. All the SSL connections use the 
same key file, certificate file, and CA certificate file. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Establish an active SSL connection to port 6632 at 10.0.2.15. 
<Sysname> system-view 


[Sysname] ovsdb server ssl 10.0.2.15 port 6632 


ovsdb server tcp 


Use ovsdb server tcp to establish an active OVSDB TCP connection to a controller. 


Use undo ovsdb server tcp to remove the OVSDB TCP connection to a controller. 


Syntax 
ovsdb server tcp ipv4-address port port-number 
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undo ovsdb server tcp ipv4-address port port-number 


Default 
The device does not have active TCP connections. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
tcp ipv4-address: Specifies the destination IPv4 address for the TCP connection. 


port port-number: Specifies the destination port for the TCP connection. The value range for the 
port-number argument is 1 to 65535. 


Usage guidelines 
The device can have a maximum of eight active OVSDB TCP connections. 


This command takes effect after you execute the ovsdb server enable command. 


Examples 
# Establish an active OVSDB TCP connection to port 6632 at 10.0.2.15. 
<Sysname> system-view 


[Sysname] ovsdb server tcp 10.0.2.15 port 6632 


vtep access port 


Use vtep access port to specify a site-facing interface as a VTEP access port. 


Use undo vtep access port to restore the default. 


Syntax 
vtep access port 


undo vtep access port 


Default 
An interface is not a VTEP access port. 


Views 
Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 
network-admin 


mdc-admin 


Usage guidelines 
For the controller to manage a site-facing interface, you must specify the interface as a VTEP access 
port. 


Examples 
# Specify Ten-GigabitEthernet 1/0/1 as a VTEP access port.  
<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 
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[Sysname-Ten-GigabitEthernet1/0/1] vtep access port 


vtep enable 


Use vtep enable to enable VTEP mode. 


Use undo vtep enable to disable VTEP mode. 


Syntax 
vtep enable 


undo vtep enable 


Default 
VTEP mode is disabled. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Usage guidelines 
You must enable VTEP mode for the device to exchange information with the controller for VXLAN 
configuration. 


Examples 
# Enable VTEP mode.  
<Sysname> system-view 


[Sysname] vtep enable 


New feature: Configuring NetStream sampling 


Configuring NetStream sampling 
NetStream sampling collects statistics on fewer packets and is useful when the network has a large 
amount of traffic. NetStream on sampled traffic lessens the impact on the device's performance.  


To enable NetStream sampling: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Create a sampler. sampler sampler-name mode 
fixed packet-interval rate 


For more information about a sampler, 
see "Configuring samplers." 


3. Enter interface view. interface interface-type 
interface-number N/A 


4. Enable NetStream 
sampling. 


ip netstream [ inbound | 
outbound ] sampler 
sampler-name 


By default, NetStream sampling is 
disabled. 
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Command reference 


New command: ip netstream sampler 


Use ip netstream sampler to enable NetStream sampling. 


Use undo ip netstream sampler to disable NetStream sampling. 


Syntax 
ip netstream [ inbound | outbound ] sampler sampler-name 


undo ip netstream [ inbound | outbound ] sampler 


Default 
NetStream sampling is disabled. 


Views 
Layer 2 Ethernet interface view, Layer 3 Ethernet interface view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
inbound: Enables NetStream sampling in the inbound direction. 


outbound: Enables NetStream sampling in the outbound direction. 


sampler sampler-name: Specifies a sampler by its name. The name is a case-insensitive string of 1 
to 31 characters. 


Examples 
# Use sampler abc for inbound NetStream sampling on GigabitEthernet 1/0/1. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0/1 


[Sysname-GigabitEthernet1/0/1] ip netstream inbound 


[Sysname-GigabitEthernet1/0/1] ip netstream inbound sampler abc 


New feature: Configuring IPv6 NetStream sampling 


Configuring IPv6 NetStream sampling 
IPv6 NetStream sampling collects statistics on fewer packets and is useful when the network has a 
large amount of traffic. IPv6 NetStream on sampled traffic lessens the impact on the device's 
performance. 


To enable IPv6 NetStream sampling: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Create a sampler. sampler sampler-name mode fixed 
packet-interval rate 


For more information 
about samplers, see 
"Configuring samplers." 


3. Enter interface view. interface interface-type interface-number N/A 
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Step Command Remarks 


4. Configure IPv6 
NetStream sampling. 


ipv6 netstream [ inbound | outbound ] 
sampler sampler-name 


By default, IPv6 
NetStream sampling is 
disabled. 


 


Command reference 


New command: ipv6 netstream sampler 


Use ipv6 netstream sampler to enable IPv6 NetStream sampling. 


Use undo ipv6 netstream sampler to disable IPv6 NetStream sampling. 


Syntax 
ipv6 netstream [ inbound | outbound ] sampler sampler-name 


undo ipv6 netstream [ inbound | outbound ] sampler 


Default 
IPv6 NetStream sampling is disabled. 


Views 
Layer 2 Ethernet interface view, Layer 3 Ethernet interface view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
inbound: Enables IPv6 NetStream sampling in the inbound direction. 


outbound: Enables IPv6 NetStream sampling in the outbound direction. 


sampler sampler-name: Specifies a sampler by its name. The name is a case-insensitive string of 1 
to 31 characters. 


Examples 
# Use sampler abc for inbound IPv6 NetStream sampling on GigabitEthernet 1/0/1. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0/1 


[Sysname-GigabitEthernet1/0/1] ipv6 netstream inbound 


[Sysname-GigabitEthernet1/0/1] ipv6 netstream inbound sampler abc 


New feature: Sampler 


Configuring samplers 
A sampler selects a packet from among sequential packets and sends the packet to other service 
modules for processing. Sampling is useful when you want to limit the volume of traffic to be 
analyzed. The sampled data is statistically accurate and sampling decreases the impact on the 
forwarding capacity of the device. 


The following sampling modes are available: 
• Fixed mode—The first packet is selected from among sequential packets in each sampling. 
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• Random mode—Any packet might be selected from among sequential packets in each 
sampling. Sampling in random mode is not supported in the current software version. It is 
reserved for future support.  


Creating a sampler 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Create a sampler. 
sampler sampler-name 
mode fixed packet-interval 
rate 


By default, no sampler exists. 


 


Displaying and maintaining a sampler 


Execute display commands in any view.  
 


Task Command 
Display configuration information about the sampler 
(in standalone mode). 


display sampler [ sampler-name ] [ slot 
slot-number ] 


Display configuration information about the sampler 
(in IRF mode). 


display sampler [ sampler-name ] [ chassis 
chassis-number slot slot-number ] 


 


Sampler configuration example 


Network requirements 
As shown in Figure 2, configure samplers and NetStream as follows:  
• Configure IPv4 NetStream on the device to collect statistics on incoming and outgoing traffic on 


GigabitEthernet 1/0/2.  
• Send the NetStream data to port 5000 on the NetStream server. 
• Configure fixed sampling in the inbound direction to select the first packet from among 256 


packets. 
• Configure fixed sampling in the outbound direction to select the first packet from among 1024 


packets.  


Figure 2 Network diagram 


 
 


Configuration procedure 
# Create sampler 256 in fixed sampling mode, and set the rate to 8. The first packet of 256 (2 to the 
8th power) packets is selected. 
<Device> system-view 


[Device] sampler 256 mode fixed packet-interval 8 


# Create sampler 1024 in fixed sampling mode, and set the sampling rate to 10. One packet from 
among 1024 (2 to the 10th power) packets is selected. 
[Device] sampler 1024 mode fixed packet-interval 10 
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# Enable IPv4 NetStream to use sampler 256 to collect statistics about the incoming traffic on 
GigabitEthernet 1/0/2.  
[Device] interface gigabitethernet 1/0/2 


[Device-GigabitEthernet1/0/2] ip address 11.110.2.1 255.255.0.0 


[Device-GigabitEthernet1/0/2] ip netstream inbound 


[Device-GigabitEthernet1/0/2] ip netstream inbound sampler 256 


# Enable IPv4 NetStream to use sampler 1024 to collect statistics about outgoing traffic on 
GigabitEthernet 1/0/2.  
[Device-GigabitEthernet1/0/2] ip netstream outbound 


[Device-GigabitEthernet1/0/2] ip netstream outbound sampler 1024 


[Device-GigabitEthernet1/0/2] quit 


# Configure the address and port number of the NetStream server as the destination for the 
NetStream data export. Use the default source interface for the NetStream data export. 
[Device] ip netstream export host 12.110.2.2 5000 


Verifying the configuration 
# Display configuration information for sampler 256 and sampler 1024. 
[Device] display sampler 256 


 Sampler name: 256 


  Mode: Fixed;  Packet-interval: 8 


[Device] display sampler 1024 


 Sampler name: 1024 


  Mode: Fixed;  Packet-interval: 10 


Command reference 


display sampler 


Use display sampler to display configuration information for a sampler. 


Syntax 
In standalone mode: 


display sampler [ sampler-name ] [ slot slot-number ] 


In IRF mode: 


display sampler [ sampler-name ] [ chassis chassis-number slot slot-number ] 


Views 
Any view 


Predefined user roles 
network-admin 


network-operator 


mdc-admin 


mdc-operator 


Parameters 
sampler-name: Specifies a sampler by its name, a case-insensitive string of 1 to 31 characters. If you 
do not specify this argument, the command displays configuration information about all samplers. 
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slot slot-number: Specifies a card by its slot number. If you do not specify this option, the command 
displays sampler configuration information on the active MPU. (In standalone mode.) 


chassis chassis-number slot slot-number: Specifies a card on an IRF member device. The 
chassis-number argument specifies the ID of the IRF member device. The slot-number argument 
specifies the slot number of the card. If you do not specify this option, the command displays sampler 
configuration information on the global active MPU. (In IRF mode.) 


Examples 
# Display the configuration information about sampler 256. 
<Sysname> display sampler 256 


 Sampler name: 256 


  Mode: Fixed;  Packet-interval: 8 


# (In standalone mode.) Display the configuration information about sampler 256 for card 1. 
<Sysname> display sampler 256 slot 1 


 Sampler name: 256 


  Mode: Fixed;  Packet-interval: 8 


# (In IRF mode.) Display the configuration information about sampler 256 for card 1 on IRF member 
device 1. 
<Sysname> display sampler 256 chassis 1 slot 1 


 Sampler name: 256 


  Mode: Fixed;  Packet-interval: 8 


Table 1 Command output 


Field Description 
Sampler name Name of the sampler. 


Mode Sampling mode, including fixed mode and random mode. 


Packet-interval Sampling rate. 
 


sampler 


Use sampler to create a sampler.  


Use undo sampler to delete a sampler. 


Syntax 
sampler sampler-name mode fixed packet-interval rate 


undo sampler sampler-name 


Default 
No sampler exists. 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
sampler-name: Specifies a sampler by its name, a case-insensitive string of 1 to 31 characters.  
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fixed: Specifies the fixed sampling mode. A sampler in this mode selects the first packet per 
sampling. 


rate: Specifies the sampling rate in the range of 1 to 12. For hardware sampling, the sampling rate is 
calculated by using the formula 2 to the nth power, where n is the rate value. For software sampling, 
the sampling rate uses the rate value.  


Usage guidelines 
The command takes effect on all cards. 


Examples 
# Create sampler abc in fixed sampling mode. Set the sampling rate to 8. 
<Sysname> system-view 


[Sysname] sampler abc mode fixed packet-interval 8 


New feature: Fan tray electronic label display 


Displaying electronic label information for a fan tray 
After using the set serial-no command to set serial numbers for fan trays, you can display electronic 
label information for fan trays. 


Command reference 


display device manuinfo fan 


Use display device manuinfo fan to display electronic label information for a fan tray. 


Syntax 
In standalone mode: 


display device manuinfo fan fan-id 


In IRF mode: 


display device manuinfo chassis { chassis-number | virtual-chassis-number slot slot-number } 
fan fan-id 


Views 
Any view 


Predefined user roles 
network-admin 


network-operator 


mdc-admin 


mdc-operator 


Parameters 
chassis { chassis-number | virtual-chassis-number slot slot-number }: Specifies an IRF member 
device by its member ID or specifies a PEX by its virtual chassis number and slot number. (In IRF 
mode.) 


fan-id: Specifies a fan tray by its ID. 
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Usage guidelines 
For this command to correctly display the electronic label information for a fan tray, first use the set 
serial-no the command to set serial numbers for fan trays. 


Examples 
# (In standalone mode.) Display electronic label information for fan tray 0. 
<Sysname> display device manuinfo fan 0 


Fan 0: 


DEVICE_NAME          :  


DEVICE_SERIAL_NUMBER : 210231A2YG9876543210 


MAC_ADDRESS          :  


MANUFACTURING_DATE   :  


VENDOR_NAME          :  


# (In IRF mode.) Display electronic label information for fan tray 0 on member device 1. 
<Sysname> display device manuinfo chassis 1 fan 0 


Chassis 1: 


Fan 0: 


DEVICE_NAME          :  


DEVICE_SERIAL_NUMBER : 210231A2YG9876543210 


MAC_ADDRESS          :  


MANUFACTURING_DATE   :  


VENDOR_NAME          :  


Related commands 
set serial-no 


New feature: Service module load sharing mode setting 


Specifying the load sharing mode for a service module 
To specify load sharing modes for a service module: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Specify load modes 
for a service module. 


fabric load-sharing mode 
{ { destination-ip | destination-mac | 
ingress-port | source-ip | source-mac } * | 
flexible } slot slot-number 


For the default settings, see 
the following command 
reference. 
This command is supported 
only in standalone mode. 
If you execute this command 
multiple times, the most recent 
configuration takes effect. 
If you specify an unsupported 
load mode, an error message 
is displayed. 
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Command reference 


fabric load-sharing mode 


Use fabric load-sharing mode to specify load sharing modes for a service module. 


Use undo fabric load-sharing mode to restore the default. 


Syntax 
fabric load-sharing mode { { destination-ip | destination-mac | ingress-port | source-ip | 
source-mac } * | flexible } slot slot-number 


undo fabric load-sharing mode slot slot-number 


Default 


Service module Default 


OAA modules source-ip 


SC module LSQ1QGS4SC0(JC792A) flexible 


Interface modules listed below: 
• EB modules 
• EC modules 
• SC modules except 


LSQ1QGS4SC0(JC792A) 
• SD modules 
• SF modules 


ingress-port  


 


Views 
System view 


Predefined user roles 
network-admin 


mdc-admin 


Parameters 
destination-ip: Balances load based on destination IP address.  


destination-mac: Balances load based on destination MAC address. 


ingress-port: Balances load based on ingress interface. 


source-ip: Balances load based on source IP address. 


source-mac: Balances load based on source MAC address. 


flexible: Selects a load sharing mode based on the packet type (for example, Layer 2 packet or IPv4 
packet). 


slot slot-number: Specifies a card by its slot number. 


Usage guidelines 
This command is supported only in standalone mode. 


If you execute this command multiple times, the most recent configuration takes effect. 


Examples 
# Set the load sharing mode to destination-mac for a card. 
<Sysname> system-view 
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[Sysname] fabric load-sharing mode destination-mac slot 2 


Modified feature: Default size of the TCP receive and 
send buffer 


Feature change description 
The default size of the TCP receive and send buffer was changed to 63 KB. 


Command changes 


Modified command: tcp window 


Syntax 
tcp window window-size 


Views 
System view 


Change description 
Before modification: The default value for the window-size argument was 64 KB. 


After modification: The default value for the window-size argument is 63 KB. 


Modified feature: Copyright information 


Feature change description 
The copyright time period changed from 2004-2015 to 2004-2016. 


Before modification: 
****************************************************************************** 


* Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


After modification: 
****************************************************************************** 


* Copyright (c) 2010-2016 Hewlett Packard Enterprise Development LP          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


Command changes 
None 
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Modified feature: Configuring errored symbol event 
detection on the local end 


Feature change description 
After modification, Ethernet OAM supports detecting errored symbol events on the local end. You 
can use the display oam link-event command to display errored symbol events on the local end.  


Command reference 


display oam link-event 


Use display oam link-event to display statistics for Ethernet OAM link error events that occurred on 
the local or peer ends.  


Syntax 
display oam link-event { local | remote } [ interface interface-type interface-number ] 


Views 
Any view 


Predefined user roles 
network-admin 


network-operator 


mdc-admin 


mdc-operator 


Parameters 
local: Specifies the local end.  


remote: Specifies the peer end.  


interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, the command displays statistics for Ethernet OAM link error events for all 
local or peer interfaces. 


Usage guidelines 
Ethernet OAM link error events include errored symbol events, errored frame events, errored frame 
period events, and errored frame seconds events.  


Examples 
# Display statistics for Ethernet OAM link error events for all local interfaces.  
<Sysname> display oam link-event local 


----------- [GigabitEthernet1/0/1] ----------- 


 Link status: UP 


 OAM local errored symbol event 


   Event time stamp         : 35498 x 100 milliseconds 


   Errored symbol window    : 100000000  symbols 


   Errored symbol threshold : 1 error symbols 


   Errored symbol           : 1 error symbols 


   Error running total      : 4 error symbols 


   Event running total      : 4 events 
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OAM local errored frame event 


   Event time stamp        : 49582 x 100 milliseconds 


   Errored frame window    : 10 x 100 milliseconds 


   Errored frame threshold : 1 error frames 


   Errored frame           : 1 error frames 


   Error running total     : 6 error frames 


   Event running total     : 6 events 


 OAM local errored frame period event 


   Event time stamp                : 16382 x 100 milliseconds 


   Errored frame period window     : 10000000 frames 


   Errored frame period threshold : 1 error frames 


   Errored frame period            : 1 error frames 


   Error running total             : 5 error frames 


   Event running total             : 5 events 


 OAM local errored frame seconds summary event 


   Event time stamp                : 50022 x 100 milliseconds 


   Errored frame seconds window    : 600 x 100 milliseconds 


   Errored frame seconds threshold : 1 error seconds 


   Errored frame seconds           : 1 error seconds 


   Error running total             : 1 error seconds 


   Event running total             : 1 events 


# Display Ethernet OAM link event statistics for the remote ends of all ports. 
<Sysname> display oam link-event remote 


----------- [GigabitEthernet1/0/1] ----------- 


 Link status: UP 


 OAM remote errored symbol event 


   Event time stamp         : 35498 x 100 milliseconds 


   Errored symbol window    : 100000000  symbols 


   Errored symbol threshold : 1 error symbols 


   Errored symbol           : 1 error symbols 


   Error running total      : 4 error symbols 


   Event running total      : 4 events 


 OAM remote errored frame event 


   Event time stamp        : 49582 x 100 milliseconds 


   Errored frame window    : 10 x 100 milliseconds 


   Errored frame threshold : 1 error frames 


   Errored frame           : 1 error frames 


   Error running total     : 6 error frames 


   Event running total     : 6 events 


 OAM remote errored frame period event 


   Event time stamp                : 16382 x 100 milliseconds 


   Errored frame period window     : 10000000 frames 


   Errored frame period threshold  : 1 error frames 


   Errored frame period            : 1 error frames 


   Error running total             : 5 error frames 


   Event running total             : 5 events 


 OAM remote errored frame seconds summary event 


   Event time stamp                : 50022 x 100 milliseconds 
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   Errored frame seconds window    : 600 x 100 milliseconds 


   Errored frame seconds threshold : 1 error seconds 


   Errored frame seconds           : 1 error seconds 


   Error running total             : 1 error seconds 


   Event running total             : 1 events 


Table 1 Command output 


Field Description 
GigabitEthernet1/0/1 Information on GigabitEthernet 1/0/1. 


Link status Link status, up or down. 


OAM local/remote 
errored symbol event 


Information about local/remote errored symbol events (available only when 
local/remote errored symbol events occur): 
• Event time stamp—Time when an errored symbol event occurred. 
• Errored symbol window—Errored symbol detection interval. 
• Errored symbol threshold—Errored threshold that triggers an errored 


symbol event. 
• Errored symbol—Number of detected errored symbols in the most recent 


errored symbol event. 
• Error running total—Total number of errored symbols. 
• Event running total—Total number of errored symbol events that have 


occurred. 


OAM local/remote 
errored frame event 


Information about local/remote end errored frame events (available only when 
local/remote end errored frame events occur): 
• Event time stamp—Time when an errored frame event occurred. 
• Errored frame window—Errored frame detection interval. 
• Errored frame threshold—Errored threshold that triggers an errored frame 


event. 
• Errored frame—Number of detected errored frames in the most recent 


errored frame event. 
• Error running total—Total number of errored frames. 
• Event running total—Total number of errored frame events that have 


occurred. 


OAM local/remote 
errored frame period 
event 


Information about local/remote errored frame period events (available only when 
local/remote errored frame period events occur): 
• Event time stamp—Time when an errored frame period event occurred. 
• Errored frame period window—Errored frame period detection interval. 
• Errored frame period threshold—Errored threshold that triggers an errored 


frame period event. 
• Errored frame period—Number of detected errored frames in the most 


recent errored frame period event. 
• Error running total—Total number of errored frames. 
• Event running total—Total number of errored frame period events that have 


occurred. 
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Field Description 


OAM local/remote 
errored frame seconds 
summary event 


Information about local/remote end errored frame seconds events (available only 
when local/remote end errored frame seconds events occur): 
• Event time stamp—Time when an errored frame seconds event occurred. 
• Errored frame second window—Errored frame second detection interval. 
• Errored Frame seconds threshold—Errored threshold that triggers an 


errored frame seconds event. 
• Errored frame seconds—Number of detected errored frame seconds in the 


most recent errored frame seconds event. 
• Error running total—Total number of errored frame seconds. 
• Event running total—Total number of errored frame seconds events that 


have occurred. 
 


Related commands 
reset oam 


Modified feature: Specifying ECDSA algorithms with 
different public key lengths 


Feature change description 
This release added support for specifying an ECDSA algorithm with a specific public key length on 
SSH clients. The ecdsa-sha2-nistp256 keyword specifies an ECDSA algorithm with 256-bit public 
key length. The ecdsa-sha2-nistp384 keyword specifies an ECDSA algorithm with 384-bit public 
key length. 


Command changes 


Modified command: scp 


Old syntax 
In non-FIPS mode: 


scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { dsa | ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | 
dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | 
aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ { public-key keyname | server-pki-domain domain-name } | source { interface interface-type 
interface-number | ip ip-address } ] * 


In FIPS mode: 


scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | 
prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 







29 


prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ip 
ip-address } ] * 


New syntax 
In non-FIPS mode: 


scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { dsa | ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | 
dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ { public-key keyname | server-pki-domain domain-name } | source 
{ interface interface-type interface-number | ip ip-address } ] * 


In FIPS mode: 


scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | 
sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ { public-key keyname | server-pki-domain domain-name } | source { interface interface-type 
interface-number | ip ip-address } ] * 


Views 
User view 


Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384. 


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 


Modified command: scp ipv6 


Old syntax 
In non-FIPS mode: 


scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { dsa | ecdsa 
| rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } 
| prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | 
dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ { public-key keyname | server-pki-domain domain-name } | source 
{ interface interface-type interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 
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scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { ecdsa | rsa 
| { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | 
sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ { public-key keyname | server-pki-domain domain-name } | source { interface interface-type 
interface-number | ipv6 ipv6-address } ] * 


New syntax 
In non-FIPS mode: 


scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { dsa | 
ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | 
dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | 
aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ { public-key keyname | server-pki-domain domain-name } | source { interface interface-type 
interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key 
{ ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | 
prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 
prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ipv6 
ipv6-address } ] * 


Views 
User view 


Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384.  


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 


Modified command: sftp 


Old syntax 
In non-FIPS mode: 


sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
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md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | 
dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ dscp dscp-value | { public-key keyname | server-pki-domain 
domain-name } | source { interface interface-type interface-number | ip ip-address } ] * 


In FIPS mode: 


sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | 
sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ { public-key keyname | server-pki-domain domain-name } | source { interface interface-type 
interface-number | ip ip-address } ] * 


New syntax 
In non-FIPS mode: 


sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | 
ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | 
dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | 
aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ dscp dscp-value | { public-key keyname | server-pki-domain domain-name } | source { interface 
interface-type interface-number | ip ip-address } ] * 


In FIPS mode: 


sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key 
{ ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | 
prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 
prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ip 
ip-address } ] * 


Views 
User view 


Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384.  


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 
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Modified command: sftp ipv6 


Old syntax 
In non-FIPS mode: 


sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { dsa | ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | 
dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | 
aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ dscp dscp-value | { public-key keyname | server-pki-domain domain-name } | source { interface 
interface-type interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | 
prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 
prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ipv6 
ipv6-address } ] * 


New syntax 
In non-FIPS mode: 


sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { dsa | ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | 
dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ dscp dscp-value | { public-key keyname | server-pki-domain 
domain-name } | source { interface interface-type interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | 
sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ { public-key keyname | server-pki-domain domain-name } | source { interface interface-type 
interface-number | ipv6 ipv6-address } ] * 


Views 
User view 
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Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384. 


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 


Modified command: ssh2 


Old syntax 
In non-FIPS mode: 


ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | 
dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ dscp dscp-value | escape character | { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ip 
ip-address } ] * 


In FIPS mode: 


ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | 
sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ escape character | { public-key keyname | server-pki-domain domain-name } | source 
{ interface interface-type interface-number | ip ip-address } ] * 


New syntax 
In non-FIPS mode: 


ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | 
ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | 
dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | 
aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ dscp dscp-value | escape character | { public-key keyname | server-pki-domain domain-name } 
| source { interface interface-type interface-number | ip ip-address } ] * 


In FIPS mode: 


ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key 
{ ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | 
prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 
prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ escape character | { public-key 
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keyname | server-pki-domain domain-name } | source { interface interface-type interface-number 
| ip ip-address } ] * 


Views 
User view 


Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384.  


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 


Modified command: ssh2 algorithm public-key 


Old syntax 
In non-FIPS mode: 


ssh2 algorithm public-key { dsa | ecdsa | rsa | x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } * 


undo ssh2 algorithm public-key 


In FIPS mode: 


ssh2 algorithm public-key { ecdsa | rsa | x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } * 


undo ssh2 algorithm public-key 


New syntax 
In non-FIPS mode: 


ssh2 algorithm public-key { dsa | ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } * 


undo ssh2 algorithm public-key 


In FIPS mode: 


ssh2 algorithm public-key { ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } * 


undo ssh2 algorithm public-key 


Views 
System view 


Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384. 


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 


Modified command: ssh2 ipv6 


Old syntax 
In non-FIPS mode: 


ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { dsa | ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
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prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | 
dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | 
aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ dscp dscp-value | escape character | { public-key keyname | server-pki-domain domain-name } 
| source { interface interface-type interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | 
prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | 
prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 
prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ escape character | { public-key 
keyname | server-pki-domain domain-name } | source { interface interface-type interface-number 
| ipv6 ipv6-address } ] * 


New syntax 
In non-FIPS mode: 


ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { dsa | ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | 
dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ dscp dscp-value | escape character | { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ipv6 
ipv6-address } ] * 


In FIPS mode: 


ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type 
interface-number ] [ identity-key { ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | 
sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | 
prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * 
[ escape character | { public-key keyname | server-pki-domain domain-name } | source 
{ interface interface-type interface-number | ipv6 ipv6-address } ] * 


Views 
User view 


Change description 
Before modification: The ecdsa keyword specifies both algorithm ecdsa-sha2-nistp256 and 
algorithm ecdsa-sha2-nistp384.  


After modification: The ecdsa-sha2-nistp256 keyword specifies algorithm ecdsa-sha2-nistp256, 
and the ecdsa-sha2-nistp384 keyword specifies algorithm ecdsa-sha2-nistp384. 
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Modified feature: 802.1X and MAC authentication CoA 
redirect URL assignment 


Feature change description 
In this release, ACL assignment was added for the CoA redirect URL assignment of 802.1X users 
and MAC authentication users. The device uses the ACL to permit packets from the server specified 
by the redirect URL. 


Command changes 
None 
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